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1 FOREWORD    

 It is not simple to describe concisely all, which information science encompasses. Though it 
may be easy to state that it is the science dealing with transfer of information within society, its 
enormous purpose and benefits become clear only through specific studies.  

Information science is relatively young, yet, a dynamic field, which in the view of constantly 
growing necessity for systematization of information has been quickly expanding. Information 
science disregards the technical aspects of the information transmission (leaving that issue for 
informatics to deal with); rather, it probes the movement of information within society, 
concerning itself with information content. It researches the manner of its symbolic expression 
(representation), its mediatisation and, the process of its final reception.  

This particular science contains two basic societal-scientific aspects; one, carrying a pronounced 
philosophical accent, the other a technical one, which provides very effective tools to search for 
information and once the information is found to organize it. In this publication we will, at first, 
devout time to the philosophical and societal recourses, and further, we shall attempt to describe 
the technical tools, which are at the disposal of the information science.  

To demonstrate the importance of the information science’s subject of interest, let us point out 
one of the many examples of its ingenious application - the phenomenal growth of the Google 
Company. It is an excellent example, and it is the proof that within the field of information 
systemization lays enormous scientific potential, great achievements, and the future. It underlines 
a strong societal need for this particular research; it adds meaning to cross-branch scientific 
coordination, even the possibility of work synergy between the sciences and commercial spheres. 
In the Google’s case, the result of such successful cooperation has been twenty five billion US 
dollars in yearly turnover, which surely warrants a close attention.  

However, if the information science wishes to consider such achievements it needs a wide base 
and an extensive cross-branch scientific effort. The information science must not lose sight of 
neither the philosophical, societal, legal, mathematical, nor the technical aspects; and, at the 
same time, it has to retain its direction and independence. If it succeeds, it will in the near future 
represent one of the most important science fields ever.  

 

2   INFORMATION SCIENCE  
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The information science reflects the changes that have been taking place under the influence of 
modern communication technologies; it monitors their impact on all areas of human endeavour. 
Manuel Castells insists that we all live in a new era, which he terms informational, that lives of 
all individuals, and the societal groups as well, are formed by the new technological means. It is 
the development of these technological means, which intertwines the world through the ever 
thicker information network. This network grows quickly in its capacity, offering new methods 
of communication and thus changing the core of information flows, and with it, the behavioural 
approach to information across all societies.  

Simply said, information science researches several key areas, which, within the context of 
development of the information society, have been rapidly changing – creation and the rise of 
information sources, transmission, circulation and the spread of information; its 
processing, storage and search for information; information funds (collections, libraries); the 
language tools to communicate information with and, the human role as the intermediary and 
the receiver of information.  

In short, it is a theoretically-practical field, whose central theme is the research of the 
relationship between humans, information and technology, within their common societal 
context. In the intersection of these three intertwining compounds, which mutually influence and 
complement each other rests the core of information science (Grešková, 2007). 

Information science is a relatively young field the foundations which were laid in the first half of 
the 20th century. Information science was declared an independent scientific discipline in 1958, 
at the time of the creation of the Great Britain’s Institute of Information Scientists (IIS). Then, 
the main emphasis had been levelled at the application level of information science in the area of 
bibliometrics and the theory of information. Later, emerged the cognitive aspects of information 
and into the forefront of interest entered the human factor, accompanied by research into human 
interaction with information environment. That had brought about an important turnaround in the 
development of this particular field (Ingwersen, 1992).  

2.1  Information Science - Areas of Interest  

Information science is a typical multi-field science discipline. Listed below is a selective 
overview, which illustrates the multiplicity of this platform. Attached is a brief description of the 
transitional plane at which a given field is in contact with the information science:   

sociology – the rise of communication changes and their impact on society in view of a sweeping 
evolution of information technologies and the new media, a problem of the division of society 
according to its approach to the new technologies (digital divide), prototypes of communication 
tendencies in society; issues for sociological surveys,  
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philosophy – Philosophical aspects of informational/knowledgeable society; ethical issues 
regarding the use of information,   

informatics – problems with technical implementation of communication, such as, coordination 
of the development of electronic communication along with the expansion of computer 
performance, the growing capacity of data storage and the standardization of protocols within the 
information systems,  

psychology – psychological aspects of searching for information, behaviour of information users 
(information seeking behaviour); psychological aspects of human-computer communication 
(human-computer interaction); understanding information as a psycho-physiological 
phenomenon,   

pedagogy – the theories regarding the upbringing and education; pedagogical and didactical 
methods; the specific types and degrees of the scholar programs at educational institutions, 

politics – the impact of public’s ability to work with information and the resulting impact on the  
decisions in political life; the principle of common approach toward information and its impact 
on democracy   

the law – legislative aspects of approach to information and its utilization     

linguistics – common principals of the function of the native human tongue as the basic 
communication tool; usage of mathematical and statistical methods to research communication 
and language, computer modelling of language systems, and machine translation,     

economy – economical aspects of the growing level of information literacy (impact on work 
productivity, rate of unemployment etc.),   

theory of information - transmitting, coding, mathematical concepts of information, technically 
defines the communication environment in the context of the theory of information’s 
transmission, 

statistics – development and processing of empirical data using mathematical methods, 
modelling of coincidences and vagueness using the theory of probability, planning, 
summarization and analysis of concrete findings.   

 

 

2.2   Important Personalities of Information Science   
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Paul Otlet (1868 - 1944) – Belgian lawyer and bibliographer, one of the founders of the 
information science, author of the volume regarding the theory of documentation. Along with 
Henri La Fontain they founded the International Institute of Bibliography in Brussels, with the 
aim of capturing worldwide literary works production. They created MDT to facilitate a rating 
system by content.  

Shyali Ramamrita Ranganathan (1892 - 1972) – is considered the creator of library science in 
India; worldwide, he belongs among the important personalities the field of librarianship and 
information science. His most important contribution to library science is his theory of 
classification and indexation.   

George Kingsley Zipf (1902 - 1950) – American psychologist and linguist; professor of 
linguistics at Harvard University. He availed himself to the quantitative analysis of language (the 
Zipf Law).  

Samuel Clemens Bradford (1878 - 1948) – American librarian, one of the founders of 
bibliometrics. In the Bradford Law, he generalized the results of his studies regarding article 
layouts in scientific magazines in the geophysics field; it is valid for all fields.   

Derek J. De Solla Price (1922 - 1983) – American historian of science, founder of the 
scientometrics. He, in his works Little Science, Big Science (1963) and Science since Babylon 
(1961), proved empirically, aside of other things, the exponential rise in the volume of 
documents.  

Vannevar Bush (1890 - 1974) – formerly, the director of MIT (Massachusetts Institute of 
Technology) and the US Office for Scientific Research and Development; advisor to President 
Roosevelt. Author of the proposal for hypertext system (Memex), which could organize 
information and on the principal similar to human thought association, could facilitate its 
accessibility.  

Eugene Garfield (1925) – the founder and an honorary director of the Institute of Scientific 
Information, since 1955 publishes Science Citation Index, the publisher of the Scientist.  

Ji� í Cejpek (1928 - 2005) – professor at the Charles University in Prague. From 1956 to 1970 
had been active at the Philosophical Faculty at Charles University; first held the post of assistant 
specialist and since 1968 docent at the department of libraries and scientific information. From 
1990 to1994 had stood at the helm of Institute of Information Studies and Library Science.  
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3   THE CONCEPT of “INFORMATION” 

3.1     What is Information? 

This is not one of the easiest questions; still, let’s start with it – so, what is information? On close 
examination, the term, which is so often used, proves difficult to be fully grasped.  

The term “information” permeates all human activity areas, and exactly in its proliferation lays 
its power and its problems. On one hand, all of us somehow understand the term, interpret it in 
some way and allow for its importance, yet, on the other hand the forms of its interpretation are 
very variable and hardly compatible. 

Etymologically, the term “information” has its roots in the Latin noun “information”, which was 
drawn from the verb “informare” – to inform. This term was in ancient times understood to be in 
the material sense of the word. It meant to form, to give a form to something, to form a likeness 
of something, to create. The middle age philosophy interpreted the term as a somewhat altered 
sense of the word; it had been understood to be more abstract, as to “give form to a thought”, to 
form an idea. In that form, it represented a certain way of materializing the thought into a 
communicable state that aimed to share, transfer ideas; to communicate.   

 

To demonstrate, let’s examine three various ways in which to interpret the term “information”: 

·  Information as deliverance – communicable knowledge, which has a meaning for 
the receiver (a statement facilitating the selection from alternative decisional 
options). 

 

·  Information as a physiological phenomenon, that is, as an integral part of human 
consciousness. 

 

·  Norbert Wiener defines information as “The content of that, which  is exchanged 
with the outside world, while we have been adapting to it and influence it through 
our adaptation”   

 

It is obvious, that in the case of information, we are dealing with a mathematical value, which is 
measurable or interpretable only with difficulty. Intuitive approaches to comprehension of this 
term do exist; we feel that information is that, which we receive, for example, in the form of 
speech, text or with pictorial help and, that this information most likely pertains to the value 
gained.  
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For example, Ingwersen understands information to be a phenomenon that brings a certain 
change; on one hand it reflects the change in the knowledge of the creator, who has had 
formulated it; on the other hand it impacts the receivers of the information and the state of their 
knowledge. In case the change happens only to the creator’s knowledge structures, it may be said 
that it is only a potential data or information, which for the receiver have only hidden and latent 
value (Ingwersen, 1992).  

The concept of information  closely links with the related concepts of knowledge and data. 
Data in this context are considered only the marks in a link chain, which formalize the 
expression of still only potential information, which is ready to be received by people or be 
accepted for machine processing. Data needs to be processed, communicated and comprehended 
and only then it becomes information. Another level, then, is the knowledge (understanding), 
which prepossesses its rating, safekeeping and interpretation of the information within the 
framework of hierarchically stacked knowledge structures, be it within the mind of the receiver 
or within the structure of the informational system. Knowledge, then, is all, which has been 
arranged within connectivity; it is that, which an individual gains as knowledge, once he 
interprets the information within a certain context.   

 

Figure 1- The connectivity of information, data and knowledge  

3.2      Bucland’s Three Approaches to the Term “Information” 
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M.Bucland draws on the relationship between the knowledge, objects and process. He 
distinguishes in among three views:  

·  information as knowledge – which is an entity, not a process. Knowledge, views, 
faith... they cannot be touched directly.    

·  information as process - someone informs someone other; he/she communicates the 
news. Everything depends on context.  

·  information as an object – a touchable entity, such as a document. It is solid 
information within a specific material representation.  

 

In the context of systematized view of the term information, the dividing line between the 
immaterial and material information is seen as pivotal. If it is possible to touch and measure it, it 
is not knowledge but some physical entity; it can, for example, be a document on paper. In an era 
of electronically processed information it, however, may represent some informational system 
that is represented physically by the servers and data banks, in which the information has been 
processed and often constantly transformed, existing in a never ending flux of change. That 
causes the term information to divide into four aspects, given by the division of information into 
the material or immaterial and either an object or a process. It brings a temporary state of calm in 
the division, while information itself and the process in which it develops are without a change. 

 

 

Figure 2- Four aspects of information; as per Buckland 

3.3 Is Information Measurable?  

It is said that information has, in the context of social communication, a similar role as the 
energy has in thermodynamics. For that reason, it is sometimes connected with the term entropy, 
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which had originated in this particular field. The key in this connection is the second law of 
thermodynamics, according to which the closed systems have a tendency to constantly increase 
their own entropy – their own measure of disorder, the measure of diversity. The highest degree 
of entropy involves the system that is not being organized by any of its internal rules, it is 
homogeneous, all elements of it are disengaged, without variations, and the heterogeneity in it is 
induced by adding energy from the outside.  

The transposition of this model into the sphere of information science creates the space for the 
determination of the size of the information, which has been entering the system via monitoring 
of the changes to the orderliness of the particular system. It means that, the more the information 
grows, the more the entropy decreases and vice versa. The amount of information is, then, given 
by the difference between the state of vagueness of the system (its entropy), which the system 
was in before accepting the information and the state of vagueness, which has been eliminated by 
the acceptance of the information. Thus the information reduces, or eliminates the entropy of the 
system, because it is the quantitative measure of the inherent internal laws. In that sense the 
information may be considered as the characteristic of the organized materiality, which expresses 
its own internal structure. 

3.4    Scientific Information  

The form of exchange of scientific information within the context of science and research is 
important, because it determines the ability of the science to evolve itself on the basis of 
cooperation and exchange of the knowledge gained. The form of this communication is 
established within the standard proceedings through their most common form, such as an article 
in a scientific magazine. Other results of the science and research are conference contributions 
(published in the convention catalogue), reviews (summary of subject in an informative article) 
or large banners (used at conferences to describe the issues and the specifics of the subject under 
discussion). The analysis of the scientific output is the base for the field of scientometrics, the 
field that researches scientific communication and attempts to measure and evaluate it. The 
product of the scientific endeavour, then, is the publication of its results using one of the listed 
forms, the one, which carries a certain weight and influence in the world of expertise. The only 
non-subjective method of measuring this influence is quotation feedback regarding the interest 
and resonance that the given production evokes among the experts in the given field. This 
citation resonance should be mapped systematically and a network should be drawn from it, in 
which the individual scientific productions intertwine, and from which, later on, important 
relations and associations arise. It is important at this point to emphasize the characteristics of 
scientific information, which differ from other kinds of social communication (König, 2002). 

·  accuracy, objectivity, truthfulness, validity, explicitness, utilisation, societal value, etc.,  

·  information obsoleteness -  diminishing of value in relevance to time,  
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·  semantic character – the information is presented by a meaningful group of characters,   

·  independence from the language and the media – the same content may have variable 
forms,  

·  un-interestedness, non-commutability, non-sociability,  

·  dispersion of information within magazines,    

·  independence from creators.  

 

 

4    THEORIES REGARDING INFORMATION  

 

4.1        The basic structure of communication: 

 

 

 

 

 

IS: information source – person, machine or Nature  

Coder: information has been coded (= message) 

Transfer: the coded information is damaged by Interference  

Decoder: decoded messages (transferred to speech, written word, etc.) 

RI : receiver of information 
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The above demonstrates that information is not that, which we have in mind, but it is that, which 
we are able to communicate to someone else. At the same time, it is obvious there is no method 
in which the decoded information corresponds in its entirety to the original information – the 
semantic content transferred to the receiver does not correspond, or is not precisely compatible 
with the content at the point of source.   

It is obvious, then, that the term ‘information’ has many levels and that it is not easy to define the 
term ‘information’ in its full extent.  

The basic element for processing information (in such a manner as to be actually possible to 
transmit it from the sender to the receiver) is coding, which implies transcribing of information 
into a chain of marks (the marks may even be phonemes, the smallest components of speech). 
For that reason, let’s get familiar with the basic principles of coding. 

 

4.2 Coding 

 

Alphabet = is a (finite) set of symbols used in a given code. 

Word = a finite succession of characters of a given alphabet. 

Length of the word = the number of characters in the word.   

 

Coding is a transfer of information into a given word, pertinently; it is a transfer of information 
from one code to another.  

Binary coding: alphabet contains only two characters 0 a 1 meaning A = {0,1}. 

Code: a code is created, once the set for the code words is entered, that is, the subset of the set of 
all possible words. Usually the set for the code words is determined by some assemblage of 
conditions.  

Block Code: the message is divided into blocks of the same size, each block is coded 
independently and the coded blocks are then integrated into the coded message. 

 

4.3   Amount of Information   
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1 bit = unit of information = the amount of information contained in a binary word of value of 
one.  

The amount of information contained in binary word of value “n” (word = a1…an , where ai  
{0,1}, i = 1, … , “n”) equals “n” bits, Inf (word of value “n”) = “n” bits. 

Function Inf is defined as information contained in a given character chain expressed with help 
of a bit unit.  

The amount of information may commonly be expressed with using the number of all possible 
words. 

If there are binary words of the value “n”, then their amount is equal to 2n. 

The rule applied to binary words then is - 

Inf (binary word value n) = 2log  (amount of binary words value n) 

Common definition: amount of information contained in a word of the given length is equal to 
binary logarithm of all words possible of the given length. 

 That is, for example, valid for any alphabet  

·  A = alphabet = {z1, …, zS} where z1, …, zS  are the ABC characters. 

·  The amount of possible words of n value in this alphabet obviously is Sn , therefore  

·  I (word value n) = ( ) ShSh
22 loglog ×=     

 

For example: information contained in 1 alphabet character A equals S2log   

Note: 2log x is the number, with which 2 must be augmented with in order to arrive at x; as in 
equation:  

xx =2log2  

 

4.4    Self correcting codes   

Self-correcting codes are necessary for the function of computers – they are able to eliminate 
completely the potential memory and disc errors. It is important to be aware of this connection, 
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because without these corrective mechanisms, computer techniques, which everything is 
immersed in nowadays, would function for no more than five minutes.  

For illustration consider binary codes, such as  s = 2, A = {0,1}. 

Hamming’s distance of two one bit words (of the same value) is equal to the amount of spaces in 
which these two one bit chains differ. 

  

Basic Iterative Code:    

Word  a1…an (where a1,…,an  {0,1}) is coded as  a1a1a1 a2a2a2 ananan. 

It is clear that error 1 can be always corrected.  

Iterative Code is defined as the set of code words (value 3n). 

OpKod = { a1a1a1 …ananan : a1,…,an  {0,1}}. 

It is easy to see that the two code words of the OpKod represent Hammig’s distance of �  3. 

 

4.5    Summary         

If a code is created, in which each of the two words have Hamming’s distance of at least 3, it will 
always be possible to correct an error, providing the chain contains only one error. A concrete 
structure of the self-correcting codes is the subject of algebra and, has been systematically 
developed and refined. The basic self-correcting Hamming’s code allows 7 binary characters of 
information containing 4 bits to be coded into one block in such a form that the code 
automatically corrects one error. (Using Iterative Code, 12 bits would be needed to transfer 4 
bits).  

The methods used to create self-correcting codes allow, through suitably built in redundancy, to 
lower the probability of uncorrected error, practically down to a nil. There is no need to detail 
these methods, because they form a part of applied informatics, which is not within the content 
of Information Science. 

The emphasis again is, that for the practical implementation of computers the creation and use of 
effective self-correcting codes are necessary. It is also interesting that the idea of quantum 
computers began to be taken seriously only after an effective theory of quantum self-correcting 
codes had been conceived.  
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5    INFORMATION EXPLOSION    

 

“During the last third of the 20th Century the technological revolution surrounding information 
had changed the manner in which we think, live, die, conduct wars, and love”. Manuel Castells  

 

5.1  The Three Break Point Periods   

When analysing the historical development of information, three break point periods are 
mentioned at which the form of informative communication within society changed 
significantly; the points at which the new information and communication channels emerged, 
and even the manner of information sharing changed throughout the all inclusive societal 
context. 

Historically, the first such basic marker was the creation of the written word and the succeeding 
period of establishment of libraries (commonly mentioned is the 4th century BC, after the 
emergence of the written word in the valleys of the rivers Euphrates and Tigris and, successively, 
in the Nile Valley). That ended the period of word of mouth delivery of information, knowledge 
and the religious teachings, and brought on the first phase of processing and storing of 
information, as well as its systematization.  

Another key break point was the invention of printing, at the oncoming of the middle ages, 
which meant the important revolution in the dissemination of information. The main document, 
which the print process had spread around were books, which ceased to be inaccessible and 
expensive to obtain; and thus, they gradually found their way even into the lower levels of 
society. The foundations of all inclusive learning and wide availability of information had been 
laid out. This event became the founding impulse for change in the reading manner; reading 
ceased to be the reading aloud and listening activity, people started to read by themselves and for 
themselves. The more readable lettering facilitated easier reading, which motivated many people 
to learn how to read. Specific authors of individual books began appearing and the era of 
anonymous publishing ended. The 16th century then became the century of communication 
revolution, since at its onset, there had been in existence almost a thousand printing shops across 
Europe. Hundreds of issues of particular titles had been processed, which caused a huge drop in 
their cost and in turn an increase in their availability.  

The third breakpoint period had been the evolution of informational technologies, which brought 
an important change in the communication within society. This process began in the second half 
of the 19th century with the expansion of telegraph technology. It had continued during the post-
war period through the development of electronic computers (electronics), which replaced their 
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electromechanical predecessors. However, the basic societal change took hold only with the 
arrival of, and the wide use of the internet at the end of the nineties. Then, due to the 
development of the means of recording and disseminating information, along with a fast 
infrastructure expansion began the change in the manner of working with information.  

That is how the information explosion of the modern times had begun, having markedly different 
characteristics, when compared to the above listed break point periods of the ancient era and the 
beginning of our very own modern era. Here, we are looking at the principle of the social and 
cultural change, which is characterized by the term “information overload” – information 
explosion. This term and its social understanding is the preamble for the internet era. The term 
was coined and popularized in the seventies of the last century by Alvin Toffler, who had 
brought to the fore the problems of people having to make decisions while pressured by too 
much information.  

 

5.2  The Premises of Information Explosion  

As the world enters the era of globalization, more and more people have been connecting to the 
internet (since 1995 the amount of users has risen forty times – up to approximately 2 billion 
users currently) and these users have in total an enormous ability to create and process data using 
web pages; pages, whose amount grows in geometric progression.   
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Our society is further and further dependent on information channels. The main premises of the 
societal and economic growth are no longer the natural and economic resources, but it is the 
quality information and knowledge. Therefore, the dependence on all forms of information has 
been growing, and surprisingly, no one poses a question if such dependence is, at all, beneficial 
or, if information may in certain situations exert a negative impact on people’s lives.  

The premise of information explosion may be characterized by three major factors, which are:  

·  enormous growth in volume of documents and information in electronic form,  

·  accessibility of information due to steadily improving networks,  

·  the validity of Moore’s law, regarding the exponential growth of computer computing 
performance. 

  

5.2.1 The Growth of Volume of Information in Electronic Form   

The volume of information that is produced grows rapidly; it is created either directly in 
electronic form (born digital), or it is, in some manner, digitalized (scanning, OCR, digitalization 
of analogue sources). Currently, a large amount of resources is put into the digitalization 
processes, while making older and historical documents accessible, which in many cases are 
interesting and valuable documents. They also make the web space increasingly more attractive.  
In reality, the rate, at which the volume of accessible information grows, constitutes an 
explosion, which is strongly enhanced by the ease of copying, publishing and sharing of data.  

At the same time, there is a marked increase in channels through which to receive information, 
such as, email communication, instant messaging RSS, cell/mobile phones, PDA, the electronic 
book readers, (Kindle, Sony PRS, iPad) and others.  

 

5.2.2  The Accessibility of information  

 

Web space expands with terrific speed, it interconnects and renders accessible huge volumes of 
information, offering its users steadily more of the same.   

Number of web sites on the internet   

·  2000 - cca 10 milion web sites 

·  2005 - cca 70 milion web sites 
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·  2007 - cca 135 milion web sites 

·  2009 - cca 232 milion web sites 

 

 

Fig. 3- Number of internet web sites    

 

5.2.3 The Moore’s Law – the Prerequisite for Information Explosion  

For a number of years now, the forecast of systematic technical and technological developments 
are being confirmed, as Gordon Moore, the chemist and cofounder of Intel Company had 
foretold. The original pronouncement stated, “The complexities of the parts (output) will double 
every year, while the price will remain the same”. It pertains to the exponential growth in the 
output power of computers, which are commonly available on the open market. This law for 
almost half a century and until now has been considered an accurate assessment of the 
technological and economic development. To mildly correct that fact, currently, is to say that the 
computer output and the disk capacity double every eighteen months. That means, in real terms, 
that during roughly the last forty years the computer output has increased by approximately one 
hundred million times. Many scientists predict that this particular rule will remain valid for the 
next twenty or more years.  

For information science the importance of that is enormous, because, that specific triangle, the 
person – technology – information  represents the engine, which powers the spiral of stormy 
changes within the information processes of the entire society, and its informational behaviour. 
The result of these changes is a large growth of electronic information of all kinds, of various 
quality and importance; thus, the process, which we have termed the information explosion. The 
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Moore’s Law characterizes the technological and economic development, which in a long term 
context is the direct cause and premise of this explosion.  

 

5.3   Impacts, Problems   

The impact of the information explosion is evident in every field of human endeavour. The 
volume of scientific information alone in the last three years has doubled, and this interval has 
been gradually shortening. The information explosion, of course, generates documents of various 
quality and reliability. At the same time, it brings forth a number of discourse information, even 
information accessed by error that renders some of the documents misleading; or, distorted 
information chatter lacking any satisfactory structure. The user’s position may be complicated by 
the unavailability of methods to compare and process various kinds of information.    

Al Gore has termed the problem the “information waste”, meaning the information, which is of 
no value to anyone, it is redundant (only complicating the processes) or, even harmful and 
dangerous, which he calls “ex-formation”. The example might be the login gigabytes of 
operating systems and applications, which no one ever has been able to process or decipher; or 
perhaps, the out rightly negative “toxic” information, for example xenophobic, communist and 
fascist materials, instructions how to make toxic compounds, drugs etc. Evidently, data and 
information has been created in much larger quantities than ever, but no one is asking to whose 
benefit, or if any of it does benefit anyone at all. We have begun the disruption of the process, in 
which the information gradually transfers into knowledge and then, sometimes, within the 
domain of intelligent people transmutes into wisdom. There is not much time to complete this 
process, because the slow, natural process of transition of information to knowledge has been 
interrupted by the flood of new data, which barge into the attention of people and demand to be 
processed.  

This process in expert vocations causes a necessary specialization of all qualified staff members, 
and their need to focus on specific, narrowly defined problems. In extreme cases the result may 
give rise to a person who “knows almost everything about mainly nothing” (sometimes he/she is 
called by a derogatory term work-idiot). If such a person does not have the knowhow of 
information pertaining to related branches of his field, he or she cannot comprehend the wider 
connectivity and make correct decisions in complicated situations. A person with polyglot 
education, who would be able to acquire the complete worldwide wisdom could not be of this 
world and remains a fathom image of a vague challenge from antiquity.   

The value of information declines equally with the extent of its distribution. Information has a 
substantial worth only if it is rare; once it becomes a common knowledge its informational value 
declines (today, the fact that the Earth orbits the Sun is trivial knowledge and worthless 
information). At the same time, we may see the process, in which a flood of new information 
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renders older information obsolete. The old knowledge becomes irrelevant, as all is overtaken by 
the new (old technological processes and trades). 

Clearly, in our modern times an enormous amount of information in a wide range of fields and 
sectors is easily accessible. It is up to each individual, how they take advantage of this 
opportunity. Notwithstanding, human capacity to “absorb” information is limited by intellectual 
abilities and this capacity expands very slowly, if at all.  

 

5.3.1 The “Information Overload Research Group” 

A number of academics, company directors and politicians have become aware of the growing 
importance of this phenomenon. In June 2008 a group of researchers from various work stations 
had founded Information Overload Research Group (IORG) – a non-profit organization 
slated to support the research of this issue and to research new ways of dealing with issues in the 
field of Information Overload.  

 

 

Figure 4- IORG, www:  iorgforum.org 
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5.3.2 Dealing with Impacts of Information Explosion; Effective Search for Information  

The resolution of, or at least the alleviation of the information explosion is complicated, and not 
at all trivial. In any case, the information specialists need to be recruited to help; the people who 
draw on experience of librarians, who have been used to the process of systemization of 
information for thousands of years, and who, at present, are able to use their knowledge in the 
area of ICT to create informational processes, which will function as certain “extension” and 
“strengthening” of human abilities. The results, then, would be informational systems that are 
able to categorize information thematically and qualitatively, to assign it with metadata and offer 
it to the user in a simple user friendly environment.  

There are two approaches to setting up Metadata, which is the key system used to systemize 
information – manual and mechanical: 

manual entry – represents  systemization of information in the form of library categorization, 
relevant and identifying description, entry of the documents into thesauruses and code books, use 
of selective languages, all of which plays an important part in libraries, quality collections and in 
professional databases  

machine processing – typically, it is the indexing of documents for a full text search, automatic 
generation of annotations, search engines, data processing using artificial intelligence, without 
human hand; it is mainly utilized in the web environment 

It is becoming clear that, aside of the most quality databases and digital libraries, the mechanical 
indexing and full text search in the worldwide information space has clearly been winning, 
because other effective ways of processing the huge and ever growing volume of information do 
not exist.  

Machine processing allows for high speed processing and, due to that, it is possible to process 
enormous data volumes. Understandably, in such a manner it is impossible to attain high quality, 
accuracy of the process, nor the advantage of added value, which the manual processing does 
offer. However, in the result the need for a large output and real time actualization of metadata is 
a deciding factor. Regarding mechanical information processing, the Google Co has progressed 
the most, as it leads the way in the direction in which these technologies will develop in the 
future; mainly the application of algorithms to push forward the relevance and expansion of 
parallelization of search processes, which are able to generate a huge computer output (one 
request in Google Search is processed by roughly five thousand computers).    

In the context of the enormous data volumes, the most progressive for the future seems to be the 
machine information processing. Especially that this type of data processing technology has been 
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under constant and intensive new development. The manual processing and categorization is 
more and more reserved for common library collections, database systems of the highest quality 
and the most valuable data.  

 

6   IMPACTS OF MODERN TECHNOLOGIES ON THE SOCIETY  

Jan � in� era 

According to some writers, subjected to information ethics are even the area of micro-ethics, 
which researches information technologies and services for their impacts on society. It is 
obvious, that by development and distribution, or for that matter, using certain applications, we 
have been entering a network of complicated social-environmental relationships; from which 
have arisen ethically charged conflicts. The impacts of information services and technologies on 
modern society have been researched by many vocational branches; however, considering the 
complexities of such impacts, it is not possible to reach any conclusive judgment.   

Regarding information ethics, the following may be of interest:  

·  impact on people and their self-image realisation.    

·  impact on working and leisure time regimen.  

·  impact on distribution of power.   

·  impact on living environment.   

6.1 Impact on People and their Self- Realization    

Let’s open a few key areas affecting the self-realisation of people, in which to demonstrate 
problems tied to information ethics. One of them is the internet addiction. It presents itself as the 
inability to end one’s work on the internet, the growing number of hours spent surfing the 
internet, lying about the amount of time spend on line, or some other indications of 
psychological dependency. The most addictive applications are considered to be mainly those 
allowing for real time communication.  

The specific areas are as well the new types of sexuality facilitated by internet application 
(cybersex). Again, it can be said, that while some authors worry about the estrangement caused 
by this sexual form, or the risks brought on by two way anonymity, others point out legitimacy 
of free sexual expression among adults.  

Another issue is the experimentation with person’s own identity. Anonymity of the internet 
applications allows to freely chose and experiment with variable identities, for example 
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identifying self under the guise of the opposite sex, or hide one’s own true age. The impact of 
these experiments on the psychology and self-image has been the subject of discussions – while 
some authors value the positive sides of new experiences, others worry about the split between 
the internet and off-internet identity and peoples’ inability to combine the two aspects in real life. 

 

6.2  Impact on People’s Work and Time of Leisure  

 

A few issues may be of interest regarding this area. For example, what are the implications of 
telemarketing on work effectiveness, or social interaction? Current research focuses mainly 
on the impact of home office work and on employees social activities, which have, by enlarge, 
been considered as strongly negative; yet on the other hand are valued for savings in the 
workplace, reduction of commuting costs and the advantages of employing workers from distant 
poorer countries.  

The influence of modern technologies certainly affects the pace of life in general and the amount 
of, and utilization of leisure time. The social networks especially represent a new phenomenon 
in the area of social interaction among people, those, who have known each other personally or 
those, who have never met face to face.   

As well, arising on the internet are new forms of online spirituality , new religious groups 
appear, online magic is active, and religious questions have been discussed on line. The believers 
are able to consult their faith issues with priests, whom they never met in reality because they 
live in distant lands. That may influence their coexistence with the majority of the society and 
reinforce their fundamentalism. 

6.3  Impact on Distribution of Power within Society  

The distribution of power in the society is primarily determined by the judicial system in which 
people function. The judicial norms, of course, encompass the “life” on the internet and they 
cause a certain contraposition to the original idea of the internet being a free media. The issues 
regarding internet censorship have been discussed in the context of the web communities, such 
as the rightfulness of hackers to fight ethically faulty documents, or other activities spilling out 
of the common judiciary framework. 

The internet’s influence on modern vision of democracy is felt on many levels; internet impacts 
traditional elections, it increases public’s control over politicians, offers even the vision off 
online democracy as it utilizes real time electronic referendums regarding current issues. On the 
other hand, internet also allows the state and corporations to control the citizenry and factually 
limits the protection of the right to privacy. 



0.�

�

Digital divide is the issue, which has been discussed currently very often and on many levels. It 
is viewed as a negative effect of information technologies and by the internet on the level of 
influence and power sharing between the poorer and the wealthier social strata; eventually 
between the poor and the rich countries. On the other hand, this process may carry certain 
positive aspects, since in the past the expanding divide between the two worlds had been the 
issue, today a number of positive examples of benefits may be pointed out, such as the usefulness 
of cell phones to poor inhabitants of Africa, or internet benefits to English speaking consultants 
and programmers in India.    

 

6.4 Impact on the Living Environment  

The impact of information society on our environment is a controversial issue, creating more 
problems and offering fewer solutions. The questions may be asked if the modern media 
facilitate the paperless society or, vice versa, in reality actually feed the higher production of 
paper. While during the last twenty years the second point had more validity; at present, perhaps, 
the spread of electronic document reading gadgets will result in the displacement of a certain part 
of “paper communication” in favour of the electronic one; unfortunately, it still is only just one 
of the trends desired. At the same time, the issue of the enormous growth in electronic waste is 
a reality (the implication of Moore’s Law); and a suitable form of recycling or disposal to deal 
with such waste has still not been found. In addition, a number of negative environmental and 
social impacts are tied to electronics manufacture in the countries, which export the particular 
raw material or, the countries in which the disposal of obsolete, liquidated electronic equipment 
is carried out.   

At this point, it is also prudent to mention that the markedly positive influence of the internet on 
the environment awareness is, for example, the chance to coordinate international behaviour 
altering projects, to share supportive data and information, to engage students to carry out their 
independent searches etc.  

Over all, it may be summarised that the impact of modern information technologies and services 
on society is unambiguous and strong as well. That should be a meaningful motivation for 
everyone to research these issues more deeply through systematic sociological analyses, which 
would allow us to quickly and accurately understand the above mentioned problems. It is 
commonly accepted that some of the impacts are explicitly negative and that our duty is to find 
separate solutions for the emergent situations. Evaluating other impacts seems to be the matter of 
opinion and societal discussions, and then there are problems remaining to which it is impossible 
to take a definite stand, because of their unpredictable future development and implications.   
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6.5    McLuhan’s Media Theories  

Marshall McLuhan (1911-1980) radically altered the view of social sciences regarding the 
media. He viewed media as he did all other technologies that extend the human body and senses, 
not to be, according to his idea, ethically neutral mediators of information. On the contrary, “the 
medium itself is the message“. It is the active factor, which carries its own information and 
changes the receiver by its very own essence.  

6.5.1 Media’s Influence on Society    

According to McLuhan the media are not only the tools to transfer information; they are the 
expansion of human entity – an extension, to a certain point. Written word and the means to 
transfer the written word (book print) is, for example, an extension of vision. The radio is the 
extension of the ability to listen. However, by expanding their senses, people themselves undergo 
a change. The form of awareness changes and so does the communication with the world; then 
our perception of the world is altered and, finally, even the society’s institutions change, since 
they are dependent on this awareness.    

McLuhan describes three phases of human society’s evolution which happen according to the 
prevailing media. In pre-literary cultures the direct communication prevailed, which involved 
typical engagement of many senses: vision, hearing, touch, the olfactory sense. The society of 
those times had had the likeness of countryside communities. The power rested in the hands of 
strong leaders, who possessed substantial abilities to influence others. Privacy was nonexistent; 
at the same time the society was intertwined by various strong ties.  

The book printing brought about a basic turnaround, allowing vision to dominate over other 
human senses. People could communicate indirectly, alone, through the means of books. That 
led to the demise of original countryside power structures and established individualization. 
Individualization created the sense for privacy and the concept of human rights.  

Electronic media caused another change, because it began engaging other senses. As a result, 
according to McLuhan, certain countryside values have been presently returning and the world is 
becoming the “global village”. Regardless of the geographical distances people connect with 
other people, creating electronic communities, which are giving rise to habitual unwritten rules. 
Privacy is becoming a disputable and a threatened concept.  

In the similar view, per McLuhan, every temporary period is by en large characterized by social 
insecurity and bursts of violence. The media of the past epochs (handwritten books, pressed 
books) are commonly considered to be more valuable, compared to the new media (printed 
books, electronic books). 
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Another attention deserving aspect is the question of voluntary use of the new media. McLuhan 
points out that the new media are, firstly, a free choice; however, once distributed they become a 
required necessity. Perhaps, at present, is the time to consider the reality of electing not to use 
cell phones or the internet… 

6.5.2  McLuhan’s Tetrad of Media Research       

McLuhan suggests researching the media as phenomena, which, to a certain degree, live their 
own life and impact the society independently according to the wishes of their original inventors 
and users. To analyze media, McLuhan created four consecutive areas of questions, called tetrad:  

1. what does intensify, or potentiate, multiply and strengthen the media?    

2. what does archaize the media; or denotes it old, obsolete? 

3. what does actualize media, meaning; what brings it to new life?     

4. what is the inevitable inversion of media, in other words, what does it eventually denigrate 
into?  

For better understanding of the issue, let’s try to demonstrate it using cell phone example:  

The cell (mobile) phones intensify social communication, oral and written. They increase the 
amount of opportunities to stay in contact with everyone’s close people, allowing for various 
communication and activity coordination. They most likely increase our work pace, because they 
allow us to manage and resolve problems quicker, and so we try to tackle even more problems 
than before. On the other hand they archaize the traditional postal services. To a certain degree 
they archaize solid planning and reliability – thanks to cell phones it is possible to change and 
actualize appointments from everywhere, at any time.  It may be considered as the archaizing the 
solid division of time into work and, the leisure time – thanks to the cell phone we have become 
always reachable and often this instant availability is required from us. Cell phones actualize the 
written communication, of course, in a form of altered and comprised language. They actualize 
the possibilities of control – for example parental supervision. Mobile phones might perhaps 
denigrate from a communication tool into pure entertainment – the communication for the sake 
of communication.   

McLuhan’s media theory remains till today an inspiring, provocative theory. In current times, 
which have been shaped by media in a much larger measure than ever before, McLuhan’s views 
are well worth the reminder and analysis. In his own way he had stood at the beginning of 
research in the field of information science, researching, for example, the internet’s impact on 
social relationships, sexuality and how leisure time is spent. The analysis of media’s societal 
impacts opens up a wide spectrum of ethical conventions, the understanding of which is 
fundamental for everyone, who is professionally active in this field.   
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7    INFORMATION ETHICS   

Jan � in� era 

7.1  Definition of Information Ethics  

Aside of the common problems, the practical use of information creates ethical dilemmas, which 
must be dealt with on an individual, institutional or governmental levels. Theoretically, the ethics 
deal with these dilemmas under the terminology dependent on their type as, informational, 
computer, cybernetic, newsprint ethics, or otherwise.  
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Karel Janos (1993) has defined the information ethics as the “area of morals applied at the source 
of information, its spread, transformation, storage, search, its usage and, the organization of 
information”.   

Ethical dilemmas, which may in practice be perceived as interconnected, may still have two 
levels. The main issue at the first, the micro-ethical level stands most of all the correctness or 
incorrectness of a certain manner of information handling. Micro-ethical problems are the 
problems connected to the very information works and with the individual behaviour of the 
aspects of the information process (for example, protection of privacy, protection of intellectual 
property, etc.). 

In contrast, macro-ethical issues tie in with the impact of information technologies on society, for 
example, the issue of unequal access to information (called the digital divide), the vulnerability 
of the information society, etc. 

According to Ladda (2000), the subject of macro-ethics is the moral judgment of the standards, 
practices, institutions and laws, which have been structured on the basis of micro-ethics. 
Especially, the focus on the internet’s societal impacts is becoming the feature of every work 
partaking in the information ethics.  

 

7.2  Conflicting Areas of Information Handling not Covered by Ethical Bounds   

Let’s, within the context of this chapter, concentrate on micro-ethics. Typical problem and 
conflict causing situation may, for example, be the issue of the level at which to allow access to 
some information, and at which point, in certain cases, limit the access to information. 
Another typical issue could be the liability for  the information product or information 
published. The third group of problems is the correct handling of the property rights 
belonging to the source of particular information or information product. 

7.2.1 Open Access Versus Limited Access to information  

It is quite common to often come across conflicts difficult to resolve, which do not promote an 
unequivocal solution. Such cases require a sensitive, unprejudiced case by case approach and a 
strong effort finding an ethically correct decision. A good example may be a request for privacy 
protection versus a government’s attempt to assure the safety of the citizenry; especially 
regarding the fight against terrorism (information pertaining to politically sensitive data, secure 
cryptography, explosives manufacture, creation of nuclear devices, etc.). Another problem 
causing conflict is finding the dividing line between the right to information and, the legitimate 
effort to protect privacy. This type of conflict commonly appears at all levels of human 
interaction. To what measure do employers have the right to enter the privacy of their employees 
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(for example, monitoring their staff’s correspondence)? Where do the business confidentialities 
end and the right to information, such as regarding the companies’ impact on the living 
environment, begin? What is the legally allowable level for trading with personal information 
gained from computer networks or various other sources? Where the limit of personal privacy is 
for publicly active people, how much information should we get about the people who had been 
criminally convicted, or people for various reasons considered posing danger to public safety?  

 

 7.2.2   The Liability for Information Product or Published Information 

In this field the most frequently discussed issues are the problems regarding the operation of 
information applications, which often carry an inherent risk that an individual or society will due 
to their use suffer certain harm. As examples may serve the operation of potentially addictive 
applications (such as online casinos), publication of racist or otherwise violence inducing 
documents, xenophobic materials, aggressive interactive applications, such as computer games, 
virtual world (MUDs), issuance of untruthful or intentionally distorted information (for example, 
purposeful political disinformation).     

7.2.3 Proper Handling of Creator’s Ownership Rights Regarding Information or 
Information Product  

This case refers to the manner of information products’ handling, which is contrary to the wishes 
of their originators. It is, in most cases, the issue of disrespect for, or breach of citation code, 
hacking and cracking, illegal downloads of software and other products.  

 

7.2.4  An Analysis of Information Conflicts 

How best to approach these types of conflicts? The following procedure may be applied: 

Compare the existing situation with the current norms, meaning, with lawful regulations, 
company’s code of ethics or social acceptance. Identify the participants involved in the conflict 
and asses their view, their position and the reasons for standing their grounds. Try to judge the 
conflict in the light of the common ethical codes, that is, according to established imperatives or 
utilitarian approach. During such assessment consider your own feelings and conscience.  

 

 7.2.5  Something to Ponder: Ethically Complicated Situations  

Opponents of internet censorship are convinced that online community is capable of resolving 
their own differences without the disruptive intrusion by the power of the state. Organized 
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groups of hackers active on the internet attack pornography or spam servers in unison, using both 
legal and illegal means. It is arguable, whether these groups achieve the same effectiveness as 
the police action would be able to attain. Their activity is, first, unlawful and it is ineffective – 
the deleted pornography servers are capable of renewing their activity within few minutes. That 
is the reason many anti-pornography hacker groups - Condemned, Cyber Angels, 
antichildporn.org are abandoning the hacker methods and take up the legal forms of their fight. 
That lacks effectiveness as well. Despite the fact that child pornography is banned across the 
world (in 1982 the Supreme Court of the United States ruled that child pornography is not 
protected by freedom of expression, guaranteed by the First Amendment of the Constitution and 
that both its distribution and simple possession are illegal), so far FBI is not able to act against 
child pornography in virtual space [Burke, 2000].  

The Church of Scientology is considered by many people to be one of the most dangerous 
religious sects, which has been using refined psychological tactics to recruit more money 
contributing members. Despite the fact that it may freely operate in the United States, it has been 
sanctioned or banned in many European countries; the former German Chancellor Kohl had 
actually identified it as a threat to German democracy. The year 1991 gave rise to an internet 
discussion group allying the opponents of the Church of Scientology religion at 
alt.religion.scientology. One day, at the session of this particular group long texts appeared, 
obtained illegally by hackers’, who had broken into the Church of Scientology’s web sites. Those 
texts contained internal information, known as Advanced Technologies, which had been meant 
for the Church initiates only. The text contained bizarre descriptions of extraterrestrial beings, 
prehistoric nuclear wars and various other chapters, which to the “uninitiated” must have seemed 
quite comical. The representatives of the Church turned to courts claiming charges of 
transgression of their author’s rights. The court had agreed with their charges, however, when the 
lawyers for the Church requested the closure of the hostile group’s conference, it became 
apparent that it is not possible to do:  conferences over the internet are mirrored on hundreds of 
servers, which do not have any accredited supervisor. Complicating the effort was the fact that 
the conference entries had been sent from an anonymous remailer in Finland, and it had been 
impossible to determine their exact originator. The Scientologists failed to gain a court order to 
pressure the Finn operator of the remailer service into revealing the names of the mail senders. 
That had created a strong outcry among the internet community and certain critical article started 
appearing at discussion conferences, dispatched through a network of anonymous remailers; of 
course, from unidentifiable senders. Because during this phase of the war, the Scientologists had 
been considering a spam attack to inundate the enemy’s conferences with emails celebrating the 
Church of Scientology, tools had been developed against such spam:  “Cancelbot”, deleting the 
spam originating at the conference, “Cancel-file” facilitating automatic deletion of email from a 
specific address. Of course, the Church of Scientology utilized these tools as well, and so, from 
1994 the texts began to disappear from alt.religion.scientology. The deletions of the information 
texts had been signed as “Cancelbunny”, an anonymous personality, which never admitted any 
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connection to the Church of Scientology; the sect itself never acknowledged any ties to it either. 
The war surely did not end: the internet community developed a tool called Lazarus, which may 
be used to revive deleted items [Post, 1996].       
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8   INFORMATION WITHIN THE WEB ENVIRONMENT Information within the Web 
Environment is available at different access levels. Certain data is openly displayed on web 
servers; others are stored in manners that prevent direct access, be it intentional or by error of 
their administrators.  

In that respect the web is recognised as the surface (free) web, which is available to public, 
commonly indexed by search engines, and which lists approximately one trillion  (1000 000 000 
000) indexed web pages; then, there is the deep web (hidden), which the search engines are 
unable to index.  

Simply said, if the surface web is all of search results accessible on request within the common 
search engine of the Google type, all other items that exists in the electronic and shared form on 
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the web constitute the deep web and, the public cannot discover any of that through search 
engines through the same means and context of accessible results.     

8.1 The Surface Web               

The section of the internet space indexed and made accessible by a common Google type search 
engine is considered the surface web. This web space is well known to everyone and it is only up 
to the ability of each person to formulate their question and find an instant answer to it. On the 
other hand, this web space principally contains information that many times is unconfirmed, 
incomplete, unreliable, in short, it is data that are classified as pejorative areas of information 
“smog”.  

8.1.1   The Definition of the Surface Web and its Principal functions   

The surface web, in short, is the web space, which is indexed by the search engines and is 
searchable within the context of the search use. Succinctly said the surface web is all that the 
Google search does find. That suggests that there are areas which the Google Search cannot 
enter…   

In order to understand the term surface web, it is imperative to understand the mechanism, which 
individual internet search engines use to process information within the web environment. 
Internet search engines are comprised of three modules – web robots, indexers and search 
modules. There are many such internet search engines; although Google obviously dominates, 
tens of others are listed in, for example, the Yahoo catalogue.   

8.1.2   Robots, Surface Web Indexing  

Imagine that the robot (a crawler) downloads a certain web page into a database. The robot 
gradually goes through all references across the page and downloads the pertaining pages. In that 
manner it continues further (from the initially given starting points) until it peruses through a 
large section of all web servers and enters the content of their pages into the database. The 
downloaded pages are then divided into words, which are legitimized, the stop words are 
eliminated and the remaining base is filed into the index used for full text search (indexer). Once 
the user wishes to find the page containing certain words, the search module is engaged to 
search the index; it sorts out the pages found according to their relevance and sends the few 
priority ones to the user.  

The relevance criteria, according to which the pages are filed is the key. Google has its own page 
rank; Seznam uses S-Rank, Jyxo search engine has Jyxo Rank. The key to success of the entire 
search engine is properly designed algorithm, which has to determine the rank order of the page.  



�D�

�

As mentioned above, every search engine uses its own robot to index the web pages, and each of 
these robots has its own specific characteristics. The examples of these robots are GoogleBot, 
SeznamBot, JyxoBot, Morfeo Holmes, MsnBot, Slurp and others. 

 

8.2  The Deep Web  

The deep web is comprised of commonly inaccessible documents and data within professional 
databases. It is listed that it is circa 500x voluminous than the surface web, even though the more 
accurate numbers are not available, because there is not a reliable manner, through which to 
completely measure or map the deep web. In any case, the extent of the deep web in comparison 
to the surface one is quite imposing.  

8.2.1 The Definition of the Deep Web and its Basic Principles 

The term deep web, or the invisible web, denotes the section of the web space that for standard 
web users of search engines like Google is hidden. The mentioned term “invisible” is not quite 
precise, since its information is, of course discoverable, only not through common full text 
search used by the vast majority of internet users. To those, the hidden information simply 
remains invisible. 

The deep web is the internet section that is not engine searchable, having its very own specific 
characteristics. In contrary to disorderly and incomplete information that is know from the 
common surface web, the deep web provides information systemized in database centres that 
by most part are relevant and reasonably reliable.  

The term deep web has been in use roughly since the year 2000, when it was introduced by the 
company BrightPlanet. They defined it, the deep web, as a not index-able part of the web and, 
they have insisted that the deep web is substantially larger than the surface web. The deep 
web contains hundreds of billions of high quality documents, which are accessible by the 
means of database centres [MAKULOVÁ 2002]. 

8.2.2  Reasons for Deep Web’s Invisibility     

To better understand the reasons for deep web’s invisibility, it is necessary to disengage the 
thinking from the manner in which the search engines function. As mentioned above, the 
robots peruse the web through individual references; however their movement is limited to a 
straight line direction of the html code. Should the robot, during a user entry, encounter an 
enquiry window in its path, flash and or other similar obstacles, his path becomes shut. So, let’s 
look what the robots cannot search for:  

·  Pages that require registration;  
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·  Pages restricting access to a specific extent of the IP address;  

·  Databases, to which the user must pose a question; 

·  Pages secured by CAPTCHA technology; 

·  Pages using JavaScript, FLASH or AJAX in an unsuitable manner; 

As soon as the search engine comes across pages that contain the above described characteristics, 
it stalls, unable to index them. The first two points listed are important, because when it comes 
to deep web, those two points play a major role. That is the reason why all database centres 
are excluded from indexation, from all of the dynamic portals containing databases, databases 
hidden within the internet and so on. The users then need to approach these sources in a different 
manner, for example, use entry point which will be described in further chapters.   

The entry points in question are sophisticated portal applications, which function in 
heterogeneous database environment called professional database centres, database aggregators, 
the servers of professional information sources for science and research.   

8.2.3   Searching the Deep Web Environment     

The main data source, which forms the largest part of the deep web are the professional 
databases; therefore, the knowledge of the deep web may be equated with the orientation ability 
within these databases and database centres.     

The database centres are, then, the deep spaces, which in most cases are built on commercial 
foundations, and which contain large amounts of attested information sources grouped in 
individual databases of the same type orientation. The condition in these situations usually is that 
the organization whose services the user requires has had a contract of agreement with the 
pertaining databases and has settled with them the issue of fee payments. As opposed to the 
portals discussed in the previous chapter, these latter databases are not accessible free of charge.   

Used as example may be Dialog, the largest database centre, often termed the most extensive 
database in existence ever [VLASÁK 1999]. Within its range of product, it currently offers 
access to databases of total data volume counting over 15 terabytes. It certainly is the worldwide 
top in the field of online information service providers regarding business, technology, sciences, 
finances and law. It employs more than 670 staff, and it has direct offices in 27 countries across 
the world.   

Deep web gateways – examples  

·  Turbo10: Turbo10 facilitates search requests to more than 800 search tools that focus on 
the deep web.  
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·  BusinessResearch: this search tool specializes in research applications.   

·  Science Research Portal – this search portal facilitates the search of the deep web within 
the range of scientific information.  

·  Lycos Invisible Web Catalog – represents one of the best service sites to navigate in the 
deep web environment. It maps over 10 000 databases.  

·  Infomine Multiple Database Search – a signpost to over 15 000 databases geared mainly 
to the academic community. It includes references to electronic magazines, books, book 
catalogs etc.  

·  AlphaSearch – the service, which offers many references of the highest quality, though 
their number is not one of the highest offered. When mapping the invisible web this 
server focuses on sources denoted as “entry gateways”.  

·  WebData – database portal that provides annotations to individual databases, reviews and 
evaluations of quality.      

 

8.3  The Google Phenomenon     

The manner of working with information does change over time – evolutionary development 
does not come along alone; it is accompanied by a revolution. Revolutionary development may 
show as the new understanding of access to information, as the Google Company has proven 
since 1999. Ambitions such as theirs had never been considered before; no one could ever have 
imagined such ambitions to become reality. These types of activities rise above the 
categorization of the deep and surface web, and for that reason they will be discussed in a 
separate chapter.    

8.3.1  The Company’s Aims      

Upon its inception, the Google Company set for itself the following goals: 

·  To organize information available on the web (possibly located elsewhere)  

·  Make the available information accessible  

The first goal – organization of information on the web – first of all means, indexing of the 
entire web content.  

The Google representatives set this goal for themselves firmly, despite the fact that such goal had 
at that time been virtually impossible to reach. They had not allowed that reality discourage them 
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and set out to work. In order to be able to index all existing web it was necessary to create new 
procedures in both, the area of SW and DW as well. The goal requiring such an enormous 
computing and memory capacity required new procedures, a large computing parallelization in 
SW area, and creation of a huge memory capacity in the DW area. The founders resolved the 
task by creating new procedures for the network cooperation (mostly patented) and in doing so, 
created enormous stable of PC-servers which provided unprecedented computing and memory 
output. Due to that, Google is rightfully called the new company type, because of their 
originality of connecting the DW and SW sometimes termed “Googleware”, which is practically 
without competition. The quantitative data – Google utilizes more than 500 000 PC servers and 
every request entry is processed by 7 000 computers. At present, Google has indexed (stored in 
multiples) the entire content of the internet, aside of digitalized and indexed content of large 
libraries, the production of tens of thousands of publishers, available data regarding the surface 
of Earth (maps and photographs), and much of other information. The conclusion is that Google 
Company’s first goal - to organize available information - has been successfully attained.  

The second goal – making information accessible – is just as ambitious as the first goal – the 
organization of information - it is, perhaps, even more ambitious; but let’s allow the future to be 
the judge of that. Google sees the goal of making information accessible as follows:  

·  The user enters the inquiry for information using the means of worded language to 
specify the type of information searched for.  

·  Google is able to alter (interpret) the data given by the entry in order to “understand” 
what the user needs.  

·  The aim of Google Search is to arrange the succession of web pages into the order of 
declining relevance – meaning the relevance pertaining to the given inquiry – the needed 
tool is PageRank, which does the evaluation of relevance of the given page to the given 
inquiry (the exact procedure is Google’s business secret)  

 

With the target of attaining the ability to arrange the pages in relevance to the inquiry, the 
Google Company had set for them a practically unreachable goal. The aim is to interpret the 
given search sequence in the context of “what is on the users’ minds when they enter this 
particular inquiry sequence”? The task viewed as such is the ultimate goal of the Semantics field, 
yet in the view of theoretical semantics, it is unattainable. The Google Company once again (for 
the second time after the task of indexing the entire internet) set a target, which on the surface is 
unreachable – using mechanics to, from given inquiry, understand what is the true need of the 
user.  The developers at Google somehow managed to handle the task. They created the notion of 
page relevance in view of the given inquiry – that is, the page has a specific PageRank 
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determined by the frequency of reference from other pages, as well as other aspects, which suit 
the relevance of the specific page to the inquiry in question. Further, they formulated the idea 
that, representing the semantic content of any language expression is possible by utilizing the 
content of pages on the internet, using the mutual interrelation of the internet pages. In practice, 
this bold idea means that internet in some form contains a true representation of semantic 
content. Should this “hypothesis” be true it would mean a historical progress in the field of 
semantics. It would mean that, all of the semantic content is found on the internet, and all that 
needs be done is to look for it. That would be a revolution in the area of information science, 
because, the end goal of semantics is to represent all semantic content, and it finally might be 
effectively reached. So far, it is, more or less, utopia but the progress made is enormous. The 
creation of the relevancy index, which allows for listing the responses to inquiries according to 
their relevance, is respectable (still, the factual algorithms are not precisely known).   

8.3.2   Services Provided     

The Google Search is the flag ship of the company; however, Google also provides at least a 
hundred other very sophisticated applications. Let’s mention at least some of them: 

·  Gmail is a new type of email, which has a number of significant advantages  

·  It provides a large capacity; and it is fast     

·  It allows for filing of emails for group communication  

·  It allows unprecedented speed to search the mail  

·  It allows for parallel search over the internet  

·  It provides a simple, functional office package (Google Documents), which allows for 
parallel   work on the same document by several users   

·  Google Maps a Google Earth – application to map the Earth surface – popular and 
useful; it allows viewing maps and photographs of Earth surface, undersea terrain relief 
and the star systems.  

·  Google Books – the application allowing for search in digitalized books by indexing their 
synopsis (commonly not the ability to search their contents). Google maintains a stand 
that simple book synopsis indexing does not break the copyright law: it allows finding the 
location of inquiry, but does not allow browsing the books content (only an excerpt). 
Users’ intention to buy the book or not depends on the relevance of the book - Google 
only helps find the correct assessment of that relevance. The user then may buy the book 
or borrow it from a library. Google believes that indexation alone is not an encroachment 
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on authors’ rights and, first, that the copyright does not cover the semantic content, which 
is never revealed by the indexation itself.  

 

The decision by Google to provide these applications free of charge to users was the key one – 
for the company and for the users. It gave Google the decided volume of users because it has 
provided a variety of very good products without cost. Google realized that gaining steady users 
is more valuable than their individual payments.  

The activities of the Google Company come across natural limits of the society, most often the 
authors’ rights. Google’s goal is to index all information and make accessible only that, which is 
in the public domain. That is, where the basic conflict arises; the question is, how long should 
findings, scientific disclosures and creations be protected by ownership rights. In this context it 
may be stated that rights to ownership and owners’ ties to findings (knowledge) may under 
certain conditions slow down the human progress. An extreme example may be the image of the 
world, if Pythagorean Theorem were in private ownership. The quantum physics and the theory 
of relativity would have never been discovered – without the Pythagorean Theorem neither of the 
two is possible to even contemplate.   

 

8.3.3  PageRank 

PageRank is a well known Google trade mark. It is an algorithm created by the company’s 
founders, and which is regularly improved and updated. This particular concept reflects the 
importance of individual pages and, in the words of its own creators; it is described as "To 
calculate the uniquely democratic nature of the web by using its vast link structure as an 
indicator of an individual page's value."  [PAGE L. 1998].  

   

    

The entire system is supported by the analyses of a billion web page references, which comprise 
the internet. Its principle is as follows: if one page refers to the next it gives it a voice, which 
increases its importance. It, of course, does not mean that during the search pages appear only 
according to the PageRank; their final order is determined only by the combination of the 
contents of the page and a specific on-page factor.  

The current RankPage algorithm is not precisely known (it is a part of business secret), it is 
available only as the originally published form [PAGE  1998]: 
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·  PR (A) is PageRank page A 

·  PR (Bi) is PageRank page Bi, which refers to pages A  

·  C(Bi) is the number of outgoing references on page Bi  

·  m is the total number of indexed pages   

·  d is the inhibition factor (damping factor), which gains value from zero to one. 

 

The further algorithm steps    

·  PR(Bi) PageRank values from past page iterative calculation are taken as entry values  

·  when a page refers to another it gives it a voice, in effect, increasing its importance 

·  pages do not appear only as per PageRank during search, their final order is determined 
by the combination of the contents of the page and a concrete on-page factor.  

  

 

9       INFORMETRICS, SCIENTOMETRCS AND  IBLIOMETRICS 

 

 

Lucie Vav� íková 

 

 Informetrics, Scientometrics and Bibliometrics are very closely related, often, perhaps 
rightfully, inter-exchanged; however that may be caused especially because they do mutually 
intertwine, cooperate, use the same methods and nowadays it is impossible to imagine one 
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without the others. Usual sources list several variable concepts of their mutual relation; however, 
the definition for each is not completely unequivocal. Their relation is shown in Fig.2.      

 

Fig.2.  – Mutual relation of informetrics, scientometrics and bibliometrics 

 

As the term itself suggests, informetrics is all inclusive, as it deals with information, respectively 
with the information processes and gauging of the information flows. Bibliometrics and 
scientometrics overlap quite extensively, they posses identical scientism methods, they carry out 
similar analysis; however, bibliometrics is limited to recorded information and its bibliography 
(commonly publications), while scientometrics is limited by social scholarship aspects; it 
researches only publications, respectively the scientific production of the science community. 
Bibliometrics is “older”, scientometrics is, basically, its upgrade and a supplement; the 
scientometrics uses mainly the bibliometrics methods. The terms bibliometrics and 
scientometrics were coined by Pritchard and Nalimov with Mulcenko, almost at the same time 
(1969); the informetrics had to wait for its own definition for another ten years.  

  

9.1  Informetrics       

Out of the three separate disciplines mentioned, the informetrics is the most widespread. Its 
characteristic is, on most part, theoretical, and in that form it serves as a method-logical base for 
the two other ones. Informetrics focuses on measuring of the information flow, and the 
evaluation of the information processes. It is a scientific field, which uses mathematically-
statistical methods to describe and analyze information events in order to discover their inherent 
laws [KTD, 2003].  As an integral part of science it deals s mainly with the qualifications of 
information and the quantitative analyses of information flows, documents, etc.; their results 
serve for example to analyse  the quantitative growth of literature, effectiveness of information 
systems or the role information  plays in scientific communication. The informetrics is a method 
researching and quantitatively measuring the rise, circulation and influence of information in any 
area of social life of individuals or the society itself. It aspires to express the value of information 
message [KÖNIGOVÁ, 2001]. 
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9.2  Scientometrics   

There are a number of ways to measure quality and quantity in science. The Scientometrics is the 
science that deals with the measurements; it attempts to find methods and metrics to determine 
either of the aspects; also, as more commonly used term, the measurement of science efficiency. 
In short, “scientometrics” is concerned with the intake and output of sciences, as well as, with 
the measurement procedures for the same. [KÖNIGOVÁ, 2001].  From a sociological view, it is 
the study of quantitative aspects of scientific communication (publications, citations). Its goal is 
to develop indicators of intellectual and social organisation of science disciplines using mutual 
relations between the writers and the texts. Scientometrics carry out mathematical and statistical 
analysis of scientific research (often of so-called hard science) [KTD, 2003]. Using 
scientometrics, it is possible to determine and identify the characteristics not only of authors, but 
of documents as well. The use of the Scientometric methods facilitates the interconnection of 
information pertaining to institutions at the development level of individual disciplines and 
fields. One of the most important goals of the scientometrics is to research quantitative relations 
of production, dissemination and impact of scientific information [VINKLER, 2008]. 

Considering the current economic aspects of sciences’ evaluation, it is possible to push the 
definition of the scientometrics even a little further; the scientometrics researches the scientific 
production and its resulting beneficence. The current research utilizes bibliometrical and 
economic analyses [DIODATO, 1994], sciences are viewed as economic activity.  

 

The founder of scientometrics, D. J. de Solla Price, had especially focused on the area of history 
of science, and science regarding the sciences; from quantitative analyses he would deduce 
assertions about the exponential developmental characteristics, or the layout of the subject of the 
research. Among the most known is the law of the exponential growth in the number of 
documents and assertions that half of the scientific articles are published by the square root of the 
amount of the total of authors [KTD, 2003]. 

Currently, the scientometrics use especially the data from two commercial products, the database 
of citation registries, which have been combined into the ISI Web of Science (Thomson Reuters) 
platform with more than forty year long history, and a competition citation base Scopus from the 
Elsevier Publishers in Holland that was launched in 2004. With the expansion of technologies, 
though, it is ever easier for other producers to incorporate scientometric analyses’ elements into 
their knowledge products, and, mainly, to monitor their bilateral citations. A very much debated 
is, for example, the Google Scholar tool. Other products including these tools are PubMed and 
CSA Illumina databases; other tools exist in the open access domain, for example Citeseer and 
others.  
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9.3  Bibliometrics  

The term bibliometrics is often used to mean a summary term, since various authors do not 
differentiate much between the bibliometrics, informetrics or scientometrics. It is caused most 
likely by the fact that the majority of the methodological apparatus has been classified as 
bibliometrical.  

Bibliometrics deal with the studies of quantitative aspects of production, expansion and use of 
recorded information. It creates a mathematical model and theories of procedures and then 
utilizes them to predict development and resolutions [TAGUE-SUTCLIFFE, 1992]. 
Bibliometrics, using quantitative analyses, statistics and data visualizations, determines the 
characteristics of references, citations, authors, institutions, words, key words, classification 
codes, etc. One of the oldest and typical examples is the bibliometrical analysis of quantitative 
growth of literature. Currently, and quite often the field of the informational requirements and 
requisites (user satisfaction or dissatisfaction) is listed under the bibliometrics, because the 
bibliometrics form a substantial part of this field; for example, the evaluation of the intensity of 
utilization of libraries and information resources.  

9.3.1    Bibliometric Laws 

As mentioned above, there are three bibliometric laws, Lotka’s, Bradford’s and Zipf’s; among 
the most commonly used bibliometrical methods are publication and citation analyses.  

The Lotka’s Law, known as the law for measuring the scientific productivity [KÖNIGOVÁ, 
2001], which had been defined during the comparison of publication activity of authors in 
chemistry and physics fields, says, that with the rise in the amount of published articles the 
number of authors who create the highest measure of these articles diminishes [Scientometrics, 
2007].If a1 of authors publishes one article, then an will be the number of authors, who publish n 
articles: 

                                      

                                                           an = a1 / n
2 
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The Zipf’s Law, otherwise the frequency analysis, respectively “the dispersion of words within 
the text” [KÖNIGOVÁ, 2001], has been defined by Kingsley Zipf, an American linguist and 
psychologist. Zipf’s Law expresses the reality that a relatively low number of very frequent 
words form the basis of the lexis. Zipf arranged the words according to their frequency of 
appearance (f), words having the highest frequency value are assigned r = 1, following r = 2 and 
so on. If the words of a long text are arranged in the descending sequence of their frequency of 
appearance, then the product of the sequence (r ) and frequency (f) for each word of the text is 
approximately of the same constant (C), which is dependent on the length of the text.   

                                                          r * f = c 

 

The dictionaries of insignificant (stop) words, which constitute the base for automatic search, 
have been constructed on the basis of the Zipf’Law.  

 

The Bradford’s Law is the law of dispersion of information, or the dispersion of relevant articles 
in magazines [KÖNIGOVÁ, 2001]. It had been defined by Samuel Clemens Bradford, an 
American librarian, one of the founders of biblometrics. This particular law may be commonly 
used to, for example, create and balance the library stocks. Similarly as the Lotka’s Law, the rule 
defines the indirect proportion among the magazines and the relevant articles they contain – the 
maximum amount of relevant articles is concentrated in the minimal amount of magazines, 
which form are called the core. Then, the core of the field is created by the narrowest group of 
magazines, which publish the most of the relevant articles.   

  

9.4  Webometrics  

With the onset of computers that provide a huge computing, connecting and storage space 
potential, the scienometrics has expended substantially; the transformation of the bibliomentric 
methods into this environment has taken place and the cybermetrics, otherwise the webometrics, 
has formed. Both may be considered as identical; to differentiate them, somewhat, the 
cybermetrics is commonly assigned to applications within the cyberspace; consider that the first 
magazine dealing with this field has been named Cybermetrics, the webometrics pertains to the 
context of the World Wide Web, simply called the internet or the web. Discussions regarding 
both of those terms had begun in 1997.  Considering the current limits of the services, especially 
within the framework of the internet, respectively, the utilization of sources through the web 
interface on which analyses are founded, the term webometrics will be used collectively further 
on, herein.    
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The Webometrics concerns itself with the quantitative aspects of creation and usage of 
information sources, structures and technologies of the entire internet, while using the 
bibliometric and informetric approach. In other aspects, the web may be viewed as similar to a 
typical “paper” communication; however, within the web the traditional information entities and 
citations are substituted by web references and web pages. The significant difference between the 
typical media is a possibility of two sided connection and, of course, that the quality control in 
the web environment is nonexistent [BJÖRNEBORN, INGWERSEN, 2004]. The Webometrics 
is still in the experimental state; it is under a research to determine, if the bibliometric methods 
may be applicable to this particular media [NORUZI, 2006]. 

It is possible to research all the elements of the digital media, meaning the network of individual 
domains, intranet; the webometrics carries out the evaluation of networks according to the 
volume of their information collections, number of web pages, number of entries, and the 
response time. It carries out the classification of pages according to the presentation manner, it 
creates statistics of usages, and it evaluates the productivity of authors.  

 

9.5  Citation Analyses  

 

This chapter attempts to denote the basic method of the biblometrics and scientometrics research: 
citation analyses, their purpose, utilization and limits. Even though the chapter is briefly titled 
“Citation Analyses”, let’s first familiarize ourselves with publication analyses, which, basically, 
are the foundations of citation analyses. Citation and publication analyses are basic bibliometric 
methods, which facilitate measurements, and along with that, the mutual comparison in the area 
of science and research.   

To introduction to the publication analyses is necessary because, to gain a complete picture of 
science, say, in a given country, it is essential to focus on the primary level, meaning, focusing 
directly on the publishing itself, before starting the research of the further communication of the 
particular work within the framework of the science. It is necessary for a diligent interpretation 
of a citation analysis to take into consideration the results of the publication analysis. For 
example, if on the basis of a citation analysis it is concluded that there are no scientists of strong 
stature in a given region, just because none has been cited, it is important to first assure, if any 
publications sat all are produced in the given region. The citation and publication analyses are 
not always standing alone; the publication analysis is often done within the framework of the 
citation analyses.   
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Publication analysis is a mathematically-statistical bibliometric method, which deals with the 
quantitative measuring of publication production. Publication analysis most often assesses 
[INGWERSEN, LARSEN, 2007]: 

   

·  geographical region 

·  science field      

·  time period       

·  type of scientific literature       

·  authors, active in the particular field or a country     

·  magazines in the particular field       

·  institutions  

 

Publication analysis is used to establish which types of publications are typical for given region 
[INGWERSEN, LARSEN, 2007]:   

·  natural sciences and medicine     

·  reviewed articles    

·  review type articles         

·  letters and notes (typical mainly for physics and similar fields) 

·  technical and computer sciences    

·  reviewed articles    

·  contributions to collective volumes (reviewed) 

·  patents     

·  societal and humanitarian sciences   

·  books (anthologies and monographs; reviewed and published) 

·  reviewed articles    

  

Citation analysis is the mathematically-statistical bibliometric method, which qualifies relations 
between authors, documents and the science fields on the basis of bibliographic citations and 
references. Citation analyses research especially the citation ability of documents, frequency of 
citations in other works, etc [KTD, 2003].    Analyses engage in the research of citation linkages 
and citations. It is the research of subjects, venues, volume and linkages; for example, as citation 
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networks and graphs are formed [JANSSENS, 2006]. The result of a citation analysis may even 
be the value assessment of the scientometric indicator [SMELSER, BALTES, 2004]. It is 
possible to identify and describe the direction of the future development of the science 
disciplines, and map the science through citation analysis of registries [JANSSENS, 2006]. 
Citation analyses are used to measure the so called ‘visibility’ in the area of science.  

Citation is the sign of the scientific communication; it is the mark of information usage. Citation 
interconnects documents, and it helps to model technical literature into a document network, in 
which documents are linked by citations. There are two types of citations: citations and 
references. Formally, the references in the scientific communication marked the usage of 
information; citation expresses the reception of this usage in the scientific communication.   

  

 

Citation analyses measure and indicate mainly: 

·  the number of document citations     

·  relation of documents   

·  mutual content linkage    

·  indirect content linkage (more documents cited by one document, one document cited by 
more documents)  

·  the core of the particular field     

·  qualified profiles of the field and prognostic conjectures   

 

The results of citation analyses can be interpreted in a number of ways, from them may be drawn 
[MOED, c2005]:  

  

·  performance of science    

·  the caliber of quality    

·  influence    

·  impact     

 

As an applied method, the Citation analysis is relevant to the optimization of information flows 
and to profiling of book stocks; with the support from the citation network construction [KTD, 
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2003] it is also the basis for the mapping of the science. Citation analyses have been currently 
used mainly in the area of science assessment. The results of citation analyses are directly 
dependent on the source of the data, on their excerption, on the quality of records and their 
metadata. During interpretation of the results of citation analyses, it is necessary to take into 
account the potentialities and limits of the methods and sources used.   

 

9.5.1  Risks and Limitations of Citation Analyses    

 

Citation analyses are limited by many aspects, which may distort the results. The identification 
of the elements is essential; it is extremely difficult to determine if the particular authors or 
institutions are one and the same, it is complicated to identify the quality level of the element and 
the cooperation(the research team), and similar problems are encountered with the identification 
of the publications themselves. The identification of the text, then, is imparted by homonyms, 
synonyms, abbreviations and other title variations. It is quite complicated, to determine the 
typology of the documents.     

Counted among the technical limits is especially the question of citations’ interconnections 
(stemming from imperfect identification). Citation analyses presuppose citation morality, thus 
the third limitation is the moral aspect. Regarding the ethical level, mentioned is mainly the 
excessive self citation (auto-citation), the bilateral unfounded citation and the misuse of co-
authorship (crediting authors, who take the minimal or no part in the publication).  

The citation customs vary within the individual fields; it is easier to reach the citation frequency 
in molecular biology and biomedicine, as compared to theoretical physics (to a certain level, the 
same appears even in other fields). In the interdisciplinary areas, the higher citation frequency 
brings research to the very confines of the fields. 

On a more common level the awareness should be of the fact that many sources (informal) are 
not cited at all, (consultations with colleagues, etc.), that everyone is always limited by the given 
source and that no one is able to avoid a personal or  bureaucratic error.     

The review articles especially, and some methodology work, receive a high amount of citations. 
Even though the high citation probably indicates that the given work, or its authors, contribute 
something important or a breakthrough discovery, it is still prudent to keep in mind that even the 
people whose original research is not substantial, are excellent promoters, have organizational 
abilities or are great lecturers.  Limitations and risks are detailed in the chapter “Scientometrical 
and Bibliometrical Indicators”.     
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9.5.2   Citation Registers      

 

Currently, along with the rapid growth of computer technology, the tools for citation analyses 
have been quickly developing. The typical tool is the citation registry (citation index), whose 
purpose is to map the science, the prestige of authors, magazines, various fields, work stations, 
etc. The founder of citation registries is Eugene Garfield, who defined the citation register and, to 
promote its further development he founded the Institute of Scientific Information in 
Philadelphia in 1958. The citation register in its minimal state is a list of published articles, 
supported by the account of the number of their citations within a certain time period. The basic 
method, then, is the monitoring and recording of citations and the count of their number; it serves 
not only the research, they also are used as the source for creation of the citation analyses. 
Currently, the citation registry may be viewed in a wider context, because, in its core, any 
information source, which handles data pertaining to linkage of documents via citations and 
references, may be termed a citation registry. Taken in reverse, it could be said that the citation 
registries are nowadays an integral part of citation databases, which offer further tools to create 
citation analyses.    

 

Citation registers may be divided into several kinds: 

 

polythematical    

 

·  They encompass a number of science fields, the best known is the Science Citation Index 
(in the context of ISI Web of Science on the ISI Web of Knowledge platform),  

·  Latest databases Scopus (http://www.scopus.com),  

·  Google Scholar (http://scholar.google.com). 

 

specific fields  

·  included in the database - Medline (http://www.medline.com) 

·  astronomy, physics - NASA ADS (http://adsabs.harvard.edu) 

·  medicinal citation index off the National Medical Library (http://www.nlk.cz) 

·  pre-printing digital library for physics  in Los Alamos (http://www.lanl.gov)  
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specialized   

·  these are oriented toward a specific form of scientific communication, for example the 
patented citation register the Derwent Innovation Index, STN International, etc.   

 

 

 

9.6  Scientometric a Bibliometric Indicators  and other Metrics   

 

“Every indicator has its own advantages and limitations. They cannot be viewed as “absolute” 
criteria; they serve in a complementary role. Various bibliometrical procedures and methods 
must be used in combination, even though they may sometime lead to contrary results, especially 
if they provide useful information and correspond to scientific and expert standards. Despite 
their limitations, bibliometrical indicators provide fundamental quantitative measurements of the 
scientific performance”.    [OKUBO, 1997]  

 

The Scientometrics is a science that attempts to take hold of intentions and results of sciences, 
mainly quantitatively. To do that, it needs the defined metrics and, on their basis to be able to 
determine the quantity; it is determined by the indicators, in the context of the evaluative 
scientometrics, these are considered scientometric elements. During the evolution of the 
scientometrics a large number of indicators had been designed, which characterize the 
scientometric elements, in other words, they determine their status [BOLLEN, RODRIGUEZ, 
SOMPEL, 2008]; and currently, at a great pace, new indicators have been designed and 
developed. The most traditional indicator is the impact factor, designed by Eugene Garfield, and 
another from the collection of thee Institute for Scientific Information (Citing Half-life, and 
others), with H-Index providing them with adequate competition. Because all indicators contain 
certain limits, disadvantages and in their own way distort the results, complimentary indicators 
are always designed, which attempt to decrease these limitations and reduce the misleading 
resulting values.  

Speaking of indicators and their definitions, it is clear that a contradiction arises regarding the 
hard and social sciences (social and humanitarian). Indicators may be applied to social sciences 
only in a limited measure, because the social sciences contain very different characteristics in 
scientific communication, whether it is the type of publications, halftime of disintegration or 
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regional borderlines. That is the reason why, mainly in social sciences, the importance of 
indicators is very much pointed out as being relative while the importance of review directives is 
constantly emphasized. The value differences among the indicators reflect the differences among 
the individual science disciplines, of course, so it is not wise to compare them, the same applies 
indirectly to the scientists and institutions, and so they cannot be compared based on the absolute 
value of a given indicator. Generally, though, the indicators are applied to assessments on all 
levels, on micro – (author, article), middle (research team, project, institution) and at the macro 
level (large institutions, region, and government).  

As mentioned at the onset of the article, indicators represent quantitative aspects. Currently, 
many assessment systems used to evaluate science accept the indicator as a substitute evaluation 
tool. Exactly, because, of their many limitations, which individual indicators carry, it is not 
possible to substitute qualitative judgment just as much as it is not possible to with the same coin 
measure the resulting values of individual metrics. The decision to engage an indicator as the 
evaluating element requires a thorough familiarization with its characteristics, definitions, and 
the methods used, at least, so that it best corresponds with the purpose of the evaluation itself.   
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9.7.1  Impact factor 

 

“A good servant, not a good master”.    Špála 

 

Much has been written about the impact factor, its many year long history has subjected it to a 
line-up of criticism, which gave the impulse for the creation of other indicators, however, the 
impact factor has remained an acknowledged indicator; many science evaluating systems utilize 
this particular metric as an integral  part of the process of assessing the production of the 
sciences.  

 

·  impact factor = number of citations  

·  impact factor = number of citations / number of publications 

·  impact factor expresses the impact of individual magazines according to their average 
citations garnered in the two prior years (in 2004 the IF is set as per 2002-03). 

·  impact factor is expressed in three decimal places     
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The complete title of this factor is the Journal Impact Factor, which indicates that it is primarily 
intended for magazine application, not for other scientometric elements; it cannot be used to 
assess the authors or  articles per say. Such application festers errors, allowing for a situation, in 
which an article citied many times is identified with another, that had rarely been citied, perhaps 
published in the same magazine; this potentially resulting in judging the articles’ authors as 
equally successful, thus, both receiving the same impact factor [EGGHE, 2007].  

The impact factor is assigned to magazines that have been excerpted into citation registers, 
currently into the ISI Web of Science database, produced by Thomson Reuters Corporation. This 
database includes the Science Citation Index, the Social Science Citation Index and the Arts & 
Humanities Citation Index registers. The ISI Web of Science database is accessible, aside of 
others, in the ISI Web of Knowledge integrated interface, along with the Journal Citation 
Reports, which publishes, specifically, the values of impact factors and other factors derived 
from citation registries.   

A deduction from the impact factor may be made, as to what the expected probability of articles 
being citied is once they are published in a particular magazine [ŠPÁLA, 2006]. The reason is, 
that precisely the magazine, in which the article had been published has been assigned the factor 
of how many its articles get in average citations, thus it may be expected that the article may 
garner the same number of citations as well.  

 

 History 

The impact factor had been defined in 1955, within the framework of citation registry project by 
Eugene Garfield, who in order to launch this indicator founded the Institute for Scientific 
Information in Philadelphia (USA). In 1960 the first common registry is established and a year 
later the first Science Citation Index was produced. The publication of Journal Citation Reports 
followed, and today, all is accessible in the integrated interface under the production of Thomson 
Reuters ISI Web of Knowledge. 

 

 

Controversial impact factor: 

In his last articles, Eugene Garfield himself deals with the impact factor phenomenon and its 
detractions, respectively its use. There are doubts about assigning it the three decimal points. It is 
impossible to use the impact factor to neither compare magazines from various science fields nor 
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assess the authors, the impact factor differs according to a time period and not in all cases does 
the impact factor during a longer period rise [ŠPÁLA, 2006].    

  

Most likely, the strongest criticism of the impact factor concept was pronounced in 1997 by Per 
O. Seglen [SEGLEN, 1997] [HJØRLAND, 2007]. The basic points are:  

 

·  It does not statistically individual represent the articles contained in a magazine     

·  It does not correlate with current citations of individual articles  

·  Authors choose by many other criteria when offering articles for publication 

·  Citation of unsuitable items are included in the database  

·  It does not reflect the over-citation of review type publications 

·  Extensive articles garner more citations, the value of the impact factor increases 

·  Enhancing of citations through auto citation in magazines of short issue timeline, 
otherwise, also selective auto citation, the articles tend to prioritize citations by other 
articles of the same magazine   

·  Editors of the magazine prefer citation in the native language of the magazine  

·  Limited database coverage  

·  Database does not include books, even though they are an important source of 
information 

·  Database’s preference of mainly English language, domination of American publications 

·  The magazine selection in the database may vary from year to year   

·  The research areas with quickly expiring information get higher values  

·  Dependency on the dynamics of the field in a given time  

·  Weaker disciplines, by en large, do not have high impact magazines 

·  The factor is strongly influenced by relations between individual disciplines (e.g. clinical 
versus basic research) 

·  It is determined by the measure of citations, which does not apply vice-versa  

·  Ignores the quality of the citations received, contradiction between the prestige and 
popularity  

 

9.7.2   Other Typical Bibliometric Indicators ISI 
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Along with the introduction of the impact factor, other indicators had been established, whose 
values are assigned from the collection of citation registries. Indexes are determined either for 
individual magazines or within the subject’s field, called aggregated indexes.  

 

 

Immediacy Index  

The immediacy Index, or as it is called in the Czech language, the index of immediate impact or 
response, sometimes termed also as Garfield’s Index, expresses the average number of citations 
that the article had gained in the year of its publication. 

 

 

immediacy index = number of article citations in the given year / number of articles in the given 
year  

 

Considering that the average of citations per article is taken, the immediacy index reduces the 
influence of large magazines. Magazines with high periodicity are advantaged, because they 
have more time to collect citations during the year. Magazine issued irregularly or towards the 
end of the year have a lower immediacy index. This index is mainly suitable for comparison of 
magazines focusing on very current issues and dynamic science disciplines.  

 

Cited Half-life 

Cited Half-life, the form of translation off this indicator into the Czech language indicates after 
how many years (in relation to a certain year) 50% of all citation appears in regard to the articles 
of the given magazine in citation registers. For example, a magazine, that in 2001 has cited half 
life 5, which means that articles published in 1997-2001 (inclusive) correspond to half of all 
citations in this magazine in 2001. Cited half-life is calculated only for those magazines that had 
been cited more than hundred times in the given year.  

Cited half life has a telling value mainly for acquisition and archiving, changes may indicate a 
change in the format of the magazine and from those changes the magazine’s history may be 
deduced.  
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Citing Half-life 

Citing Half-life expresses the average age of the articles, which have been cited in a given 
magazine within one year. For example, if in 2008 the magazine has the Citing Half-life value 9, 
it means that half of the articles, which had been cited in the given magazine within the past half 
year, had been published in 2000-2008 (inclusive). Similar as the Citing Half-life, this index is 
calculated counting only magazines with more than 100 references.  

 

9.7.3  H-index 

H-index is a relatively new indicator; it had been defined in 2005 by the physicist Jorge Hirsh. 
This indicator has been quickly adopted by the scientific community, and nowadays is a fully 
accredited indicator. The name H-index was originally drown from its author’s surname, Hirsh, 
currently though it is its characteristics that is and H is interpreted as highly cited index. 

 

H-index is the letter h, which denotes the number of publications that have been cited at least 
h-times. If the scientist has h-index equal to 5 it means, regardless of how many publications he 
has written in total, 5 of his publications has most likely been cited at least 5times.  

H-index may be simply taken out from the list of publications organized according to the number 
of citations, when h-index is the cross point of the specific document and number of citations.  

 

 

Example: 

 rank     title   number of citations  

 1  Document A  20 

 2  Document B   8 

 3  Document C   5 

 4  Document D   4      h = 4: rank = number of citations 

 5  Document E   1 
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On a micro level H-index may be applied to any scientometric element (to assess authors, this 
indicator was originally designed differently, for example, a magazine) and on the middle level 
(a research team, institution and others). Using H-index helps deduce the science disciplines as 
well, if we carry out retrieval of this area and organize them per citations; to define current 
themes and on the contrary eliminate themes that are obsolete [BORNMANN, 2007].  

 

 

H-index advantages 

The fact, that H-index was quickly accepted by the scientific community proves that it offers 
many advantages. It is mainly designed for effective assessment on a micro level, it covers not 
only the quantity but also “visibility” [BORNMANN, 2007], it does not consider infrequently 
cited publications regardless of their number [EGGHE, 2007], and it minimizes the influence of 
scientists with one only citation, who do not offer any other gain (typically an author of a review 
type publication). The main virtue is its simplicity and deducibility from its simple registry 
[BORNMANN, 2007]. 

 

 

H-index disadvantages  

Whatever from one angle is interpreted as an advantage may seem as a disadvantage when 
looked at from another angle. Specifically, H-index does not take into account if the article has 
been cited any further, or if it still receives a 100, 1000 or more citations [EGGHE, 2007], 
meaning, it does not differentiate between quality scientists, which in popular disciplines are 
plenty of. The index is sometimes called the index of averages because it strongly favours 
scientists, who are active in the given field for a long-term; however, in that case it is simple to 
apply a time limit and then, it allows for comparing authors of various ages [ŠPÁLA, 2006]. 
Specifically, the possibility of specifying the time period, it is possible to construct a 
classification scale.  For example, if a science worker after 20 years of work reaches h equal to 
20 he or she may be termed as successful. If the h is even 40 he or she is termed excellent and 
having a value of 60 (or 90 after 30 years) may become truly prominent personality [ŠPÁLA, 
2006]. 

 

As well, too much of simplicity has become a target of criticism; the question remains, if it is 
possible to measure all through one index, and thus, reduce a multi-view [GLÄNZEL, 2006]. H-
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index until now has not been examined by all science fields, mainly some of the hard sciences 
(physics, biology, ecology, evolutionary biology). Again, it comes back to the common limits of 
the majority indicators, which allow for comparison only of the scientists, active in one and the 
same science area, it does not solve the problem of the characteristics of other science fields. 
Hirsh, alone, acknowledges that the index does not eliminate the review problem, which always 
attains more citations than an article containing original research data [ŠPÁLA, 2006]. 

 

Revision of H-index and the New Indicators Derived from It  

All of the H-index’s limitations have led to contemplation and, an attempt to limit the given 
specifics, which enter into the metrics and to the further improvement of this indicator. As 
mentioned above, the use of the limits on the time period took effect instantly. The issue of auto 
citations may as well be easily solvable by accounting of the publications only in the case, when 
the deduction of auto citations reaches above the resulting number of citations of the H-index 
value. Bornmann [2007] and Hirsch also agreed on the solving of the differences problem among 
various disciplines on the basis of their co-authorship; if all h-authors are added up (multi-
disciplinarily) and all are assigned the h-index, the resulting values reduce the differences 
between the individual disciplines and thus, the authors may be compared  [BATISTA, 2006]. 

 

There are other defined indexes that have been complementary to H-index and which arise from 
its core, for example a-index or g-index (see the next sub-chapter regarding other indicators). 

 

9.7.4  Eigenfactor 

One of the new methods designed to assess the science is offered by Eigenfactor.org portal under 
the heading „Ranking and Mapping Scientific Knowledge“. It uses two indicators to process 
assessments, the Eigenfactor Score and Article Influence. Eigenfactor Score expresses the 
measure of magazine’s importance to the science community. According to the definition and the 
mathematical model of the interconnected document network, in which the scientist operates, is 
the estimate of the time percentage, which readers spend reading the given magazine. That is 
also the reason for the score rising along with the size of the magazine, it is directly dependent 
on the number of articles, and the large magazines also have a higher Eigenfactor Score. The 
score is listed as the percentile, meaning the total score of all magazines is equal to 100. In 2006 
the highest Eigenfactor Score was attained by the magazine Nature at 2. 138; within the first one 
thousand magazines, the score does not descend under 0.01. 
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Another indicator, the Article Influence, is designed to determine the estimate of the magazine’s 
importance regardless of its size (number of published articles). Article Influence expresses the 
measure of the average influence of every article in the magazine during the five years after its 
publication. If its value for the magazine is 20, it means that the average article in that magazine 
is twenty times more effective than the average article in the entire collection of data. This 
indicator is comparable to the impact factor.  

 

10   CITATION DATABASES and ASSESSMENT of SCIENCE 
Lucie Vav� íková 

 

One of the qualifications for information profession is the knowhow of where to find the proper 
information and which sources to use to acquire the pertaining information. 

If the information professional lacks such knowledge, he or she must at least know the methods 
used to find the most relevant sources. One of the methods available is the use of the citation 
databases, which by utilizing the citation and publication analyses direct their users to sources, 
which have already gone through certain kind of assessment. It may be possible to evaluate the 
source’s quality according to the measure of citation of an article (magazine, author). However, 
this type of source selection is not always relevant, it must be kept in mind that criterion for the 
measure of citation may not always be adequate; a database of the specific expert field may often 
be a better source.    

 

 

Specific field databases have one advantage, they manipulate with specific information. Mostly 
they retain a relevant description apparatus, because they are able to bring into the forefront the 
typical structure of the documents. They have their own thesauruses, item codes and key words. 
They stand out with their depth of content, are able to answer very specific and defined inquiries. 
However, in consideration of their content orientation, they do not handle more advanced 
function, such as, working with authors or institutions; rarely do they provide specific functions 
that make the work easier for their users.  

The citation databases in comparison provide quick identification of important sources, 
publications and authors within the given sphere. They are less in depth compared to the expert 
fields; though with their polythematical focus they supplement the expert database by their 
interdisciplinary aspect.  There are other analytical tools available to their users; the databases 
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strive to authoritatively process authors and institutions. Thanks to these tools, it is possible to 
compare magazines, authors, research their cooperation etc.       

 

While focusing on scientometrics, several information sources may be encountered. Typical are 
the previously mentioned citation databases, to which belong the ISI Web of Science with their 
citation registers, databases Scopus, Google Scholar and some other specialized databases, which 
connect individual documents on the basis of citations and references (PubMed). These sources 
are used to analyze the production of the science and, one specific assessment of scientific 
production. 

 

 Above all, Thomson Reuters Company developed sources for scientometrics in the field of the 
science about science and its assessment. It offers several databases that serve to assess the 
science on the magazine, institution and government level.  Scopus has been gradually catching 
up with these databases with their implementation of functions directly into their database, which 
facilitates comparable analyses.   

 

The scientometrics may utilize other synthetic tools, such as information portals regarding the 
most cited scientists or magazines, or portals that on the basis of citation interconnection attempt 
to map out the science and, create other analyses. The division into various types is not 
categorical, many sources overlap and they may be incorporated into other categories.  

10.1  DATABASE FOR THE ASSESSMENT OF SCIENCE     
 

Database for science assessment may be divided into two basic types. The first, from the 
provenience of the society Thomson Reuters [Thomson Reuters, 2008] (section Scientific, oblast 
Research and Development), which provide analytical and synthetic data drawn from ISI Web of 
Science and citation registries and their usage. These databases unfortunately are inaccessible 
within the Czech Republic territory. The other category is the databases on the national level, 
which secure the assessment process in the given country. In the Czech Republic it is RIV 
database, the registry of information pertaining to results,, which is a part of the information 
system  for research, development and innovation in the Czech Republic. It may be accessed at 
http://aplikace.isvav.cvut.cz/prepareResultForm.do. These databases will not be explored in this 
publication.  
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ESSENTIAL SCIENCE INDICATORS  

An aggregated statistical database of the science production and trends is based on the number of 
published articles and citation data from Thomson Reuter’s databases. It is an analytical source 
of information that facilitates analyses of the scientific production at various levels, identification 
of trends, to determine the most productive countries, magazines, institutions, etc., to evaluate 
scientific output and their impact, to assess authors.  

 

INSTITUTIONAL CITATION REPORT  

This database is designed to analyze scientific outputs and their impact on the institutional level. 
It facilitates comparisons, classifications and assessments of institutions. 

 

NATIONAL CITATION REPORT  

It is a variant of the above listed Institutional Citation Reports database, which focuses on the 
governmental level.  

 

NATIONAL SCIENCE INDICATORS  

It is a statistical database of scientific production within the framework of the state. It contains 
statistics from more than 180 countries; the available data is from 25 years back; it provides data 
visuals.   

 

JOURNAL PERFORMANCE INDICATORS  

Offers data from more than 10000 scientific highly cited magazines of more than 25 years, 
provides various periods for many magazines and articles of various citable and impact-factored 
data.  In comparison with the Journal Citation Reports, it provides more accurate data [ŠPÁLA, 
2006].  

 

JOURNAL CITATION REPORTS  
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Traditional database is the direct output from the citation the Science Citation Index and Social 
Science Citation Index data registries.  

 

Fig.2 –Entry window of Journal Citation Reports 

 

Journal Citation Reports provides statistical information and analytical data about magazines, 
results of citation analyses; it determines bibliometric magazines’ indicators of impact factor 
such as Immediacy Index, Cited Half-life. Upon the click of the magazine title it provides 
additional data about the magazine, including the calculations of the given indictors. The 
database is well connected with Ulrich´s Periodical database, which accesses details magazine 
data. It is accessible from the Czech Republic through the ISI Web of Knowledge 
(http://www.isiknowledge.com/ platform.  
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Fig. 3 – Analytical review of magazines in the area of Information Science and 
Librarianship as per the impact factor 

 

 

10.2    CITATION DATABASE    
 

The base platform “two plus one” is currently listed as a citation database: ISI Web of Science, 
Scopus and Google Scholar are cautiously included. Of course, it might be possible, considering 
the current technological possibilities, to list other databases, for example PubMed, Medline 
interface database, which collect citation information. Citation databases connect these records in 
both directions and offer other functions for citation and other analyses.  For that reason the 
Google Scholar is listed carefully with the pair, because at the moment it mostly serves as a 
search engine rather than a citation database.   

  

10.2.1   ISI  WEB OF SCIENCE AND CITATION REGISTRIES   
 

ISI Web of Science database has previously been mentioned many times. Its historical roots reach 
all the way to the 60ties of the 20th century, when Eugene Garfield began to create citation 
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registries and founded the Institute of Scientific Information (acronym ISI – ahead of the title of 
the database).With the oncoming of information and communication technologies a new 
computer version has been created. Its current form is the typical green interface of ISI Web of 
Science. The media and information magnate Thomson Reuters is its current producer; not long 
ago, before the fusion with Reuters, it belonged under Thomson Scientific. 

ISI Web of Science is the database, which combines several separate information sources, 
depending on the subscription institution.  In the Czech Republic all three registers are accessible 
through ISI Web of Science, Science Citation Index, Social Science Citation Index, Arts and 
Humanities Citation Index and some separate databases.   

Under the integration of their resources the Thomson Reuters Company operates the ISI Web of 
Knowledge (http://www.isiknowledge.com/) platform, which combines all prepaid sources. It is 
possible to work within one or all databases at the same time. Accessible in the Czech Republic 
are, typically in the framework of ISI Web of Knowledge, databases the ISI Web of Science, 
Current Contents Connect and the Journal Citation Reports. Current Contents Connect is a 
database of content and bibliographical information of specialized magazines and books. This 
database publishes articles ahead of their magazine publication.   

Science Citation Index is the oldest citation register; it was launched in 1961 and for the first 
time published in 1963. It is a database mainly of bibliographic information (less full text). This 
registry excerpts approximately 3 700 specialized magazines, and in its expanded version 
Science Citation Index Expanded over 6500 regarding agriculture, biology, ecology, engineering 
and technical sciences applied sciences, medicine and medical sciences, physics and chemistry. 
Information is updated weekly.      

Social Science Citation Index was launched in 1973, it contains data for approximately 2 000 
magazines of 50 societal science disciplines.  Some of the magazines may be listed in more than 
one register. Traditionally, the strongest magazines are the ones listed in both registers; among 
them would be psychology, psychiatry and social care. Other visible disciplines are economy, 
management, politics and sociology. 

 

Arts and Humanities Index is the youngest, it dates to 1979. This database is not produced as the 
two prior ones, into the Journal Citation Reports. It contains over 1000 magazines regarding art 
and humanistic sciences, among them are disciplines such as archaeology, arts and architecture, 
history, language sciences and linguistics, literature, philosophy, acting, religion teachings; not 
even the miscellaneous category is missing. This register has its own special descriptive 
apparatus.  
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Fig. 1 – Entry window for ISI Web of Science database with simple search interface  

The ISI Web of Science Database manages simple user friendly search interface. It provides 
specific search choices such as “Cited References Search”, the search of a given author’s 
citations, sources and advanced search. It is possible to download and save the search. Any set of 
results may be analyzed according to the number of records per author, country, document type, 
institution, magazines, etc. All data may be saved.  
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FIG. 2 –Analysis of the set of records found per author 

 

The website provides personalized functions such as the set up of own list of magazines, alert to 
citations or freshly saved search. It is connected effectively with other services from Thomson 
Reuter’s workshop, such as the citation manager EndNote Web 
(https://www.myendnoteweb.com/), which accepts direct filing of records, as well as into other 
reference managers. It offers a link to MyResearcher’s ID web, which with users’ help is setting 
up a standardized list of experts. It is possible to search the internet using Scientific WebPlus 
(http://scientific.thomsonwebplus.com/), which focuses on seeking specialized information.  
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Recently, the database has focused strongly on improvement of the author and institution 
identification, if the search recognizes the author as an authority, then it provides Distinct Author 
Set, which is the summary of all data in the database. pertaining to that author. 

 

Fig. 3 – The set of information about the given author (Distinct Author Set) 

 

This database allows for the creation of Citation Report, which analyses all results. It displays a 
graph of publications and citations accepted within a year. It informs about the overall citation 
activity, average citation frequency and h-index. Auto citation is eliminated from the results of 
the analysis. It contains a chart of citations per individual articles per year.     

 

 

Fig. 4 – Citation analysis of articles by a given author – graph of items published in 
specific year, graph of citations accepted every year. More statistics listed at right.  
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Fig. 5 – Analysis of citation per each article per individual year  

 

The ISI Web of Science database contains easily manageable tools facilitating basic 
scientometric analyses.  It is a respected information source; considering its stability and long 
term position in the market, it still is the subject of critical voices. Regarding the user interface, it 
somewhat lacks behind its competition, the Scopus database, which is substantially more 
intuitive and aims a closer focus on the user. It is difficult to find out how to explore the sources 
that it contains. Considering content, the ISI Web of Science database is mentioned as deep and 
narrow, while Scopus is said to be shallow and wide. Both may be an advantage and a 
disadvantage at the same time. A considerable gain may be that two the competing products 
press the development of their possibilities forward and attempt to outdo each other in 
eliminating their disadvantages.  

10.2.2    SCOPUS 
Scopus (www.scopus.com) is an abstractive database produced by Elsevier (founded in 1880), 
which is a traditional publishing company of specialized literature. Scopus was launched in 2004. It 
excerpts over 15 000 science magazines in all areas of endeavor. It includes information sources 
from the largest patent databases, the web and other sources. Retrospective of the database dates 
back to 1966 and it is updated daily. Citation and other analyses may be done with dates from 1966; 
older records are not fully detailed.
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Fig. 6 – Entry window display of the Scopus database with easy search interface   

 

The entry window display offers traditionally simple search enhanced by the choice of specific 
time period, document type and the subject area. Other files offer specific searches of authors’ 
workstations and advanced search. Once the search is done, the results are displayed according to 
the category of the source – directly from Scopus database, then from the reference databases, 
which do not have a primary record in the database, the web results that are found using the 
Scirus (www.scirus.com) search in patent databases, selective sources, meaning institutionalized 
repositories, preprint archives, open access archives and others. The database also includes 
Articles in Press, which are articles ready for publishing, already accepted for publishing by the 
magazine.  

Every record lists the number of citations, any set of results may be analyzed, as is the case with 
ISI Web of Science, according to years and number of citations received. Attached to the article 
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is a list of references listing the number of citations; and another apparatus makes it possible to 
work directly with the list or individual references.   

Regarding authors and workstations, Scopus database provides their authorized lists; extra 
analytical data are prepared for each author or institution. Quite a detailed information is 
provided in each author’s profile, such as varying titles and names; affiliations, current and 
historical, author’s subject area, or the list of co-authors. In the analytical data the number of 
articles is listed, as well as references and citations, h-d index for the author and the review of 
articles and citations for the entire publication history per each individual year. The data may be 
analyzed for each author’s h-graph, which visually demonstrates the review of citations as per 
article. Also available are graphs of articles published in individual years, and the same applies 
for the citations. H-graph may be applied to any set of results, sets of articles, magazine, etc. 

  

Let’s return to the workstations, their identification and available analytical tools. Aside of the 
descriptive information, data found are the account of articles, authors, number of patents, 
sources in which the authors of a particular workstation publish, and, an analyses of cooperating 
institutions is listed as well. A pie graph demonstrates the roster of activities in individual 
science disciplines; the pie graph may be switched to a chart display.   

For analytical processing of magazines, Journal Analyzer is available in the Analytics section, 
which may be used to compare magazines on the basis of an analysis.  
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Fig. 7 – Analysis tool for magazines allows comparing citations and published articles in 
various magazines   

 

Individual magazine profiles provide reviews of all numbers and with it an analytical tool for 
display of citation analyses according to individual years. 

 

This database also offers the possibility of personalization, it allows to file own list of authors, 
magazines and articles. It is possible to set up a notification alert of new magazine issues, 
changes in the search results and about the document’s or author’s citations.  The search history 
may be saved.  

Similar to ISI Web of Science it provides the connection to reference managers (RefWorks), and 
other searches, catalogues of local libraries and other sources, (also Ulrich’s Periodical). 

Scopus has many built in tools, which in Thomson Reuters products are broken into individual 
databases, it is very well arranged and intuitive. A drawback is the mentioned processing of data 
only after 1996; question is if during the current fast evolution of the sciences this retrospective 
is satisfactory. This database should be available in the Czech Republic in the next year. The 
results gained from this database have been included in the assessment of the sciences in the 
Czech Republic. 

10.2.3    GOOGLE SCHOLAR 
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Fig. 8 – Google Scholar search results  

 

Google Scholar Beta (http://scholar.google.cz/ or http://scholar.google.com/) was launched at the 
end of 2004. At the onset, the expert public especially viewed the Google Scholar with 
skepticism. Google Scholar searches the databases of publishers of technical literature, 
specialized magazines, repositories, preprint and open access archives, its contributors are  
Elsevier, American Chemical Society, PubMed, OCLC, Blackwell, the Institute of Physics, the 
Nature Publishing Group, Wiley Interscience and Springer etc. Its content includes the project 
Google Books.  Often, problems arise with the larger sources, because only a part of their 
content is actually indexed (Elsevier, PubMed). Google Scholar has so far not managed to plug 
the gaps in their content created by the absence of the most favorably assessed magazines 
[JACSÓ, 2008]. 

In the area of citation analyses the Google Scholar offers only the number of citing documents, 
with the appropriate references to them. It assesses the key authors (around 5) – most often of 
authors who appear most frequently in their search results. Considering the huge content of 
citations, the number of citations may not be the telling factor, because the Google Scholar 
contains a large volume of duplicates, triplicates and higher rates of appearances.  That mainly 
stems from faulty work with structured texts; names of nonexistent authors appear very often, 
information in areas where it does not belong to, and often despite the fact that in the source 
material they are listed properly. On top of that, Google Scholar does not manage to rank their 
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results in any other order, except ranking them according to the number of citations [JACSÓ, 
2008]. 

The advantage of Google Scholar is a simple and very quick search in a staggering volume of 
sources, regardless of the discipline type. It manages to find a full text of an article, which in 
typical databases is not accessible because the source is not prepaid, while on the internet it is. It 
provides connection with the Czech SFX services and other library catalogues. A great 
advantage is the breadth of the geographical and language coverage. Practically anyone may 
connect to Google Scholar. 

Google Scholar is free of charge; it provides speedy search across fields, though currently it is 
still not suitable for any bibliometric or scientometric assessments [JACSÓ, 2008]. 

 

10.3  OTHER ANALYTICAL AND SCIENCE MAPPING TOOLS  
 

In the current days of extensive web services there are portals available, which provide citation 
analyses’ results automatically. Mostly they are connected to the producer of the citation 
database. Scopus TopCited and ISI HighlyCited.com belong among such producers.   

Scopus TopCited (http://www.topcited.com/) 

The TopCited portal provides exactly that what its name suggests. Based on the database 
information Scopus publishes comprehensibly 20 of the most frequently cited articles for each 
science discipline from 2004 to 2008, in any chosen time period.  Using this tool, it is possible to 
easily get characteristics of a science discipline according to the number of its citations. The 
most often cited articles are in the area of genetics, particle physics and medicine.   

 

ISI HighlyCited (http://isihighlycited.com/) 

This portal provides profiles of the most cited authors and the most prestigious workstations; it 
draws on data from Thomson Reuters the ISI Web of Science database. This portal clearly shows 
the original focus of the American ISI Web of Science database, not even one Czech scientist 
may be found there.   

 

SciMago (http://www.scimagojr.com/)  



..�

�

SCImago Journal & Country Rank is a portal that contains and provides scientometric indicators 
of the magazines and countries created from data originating from the Scopus database. This 
website has gotten its name from SCImago Journal Rank (SJR) indicator, which was developed 
on the same principal as the Google PageRank algorithm is [HANUŠOVÁ, 2008]. This indicator 
provides the image of “visibility” or “familiarity” with the scientific periodicals. Data’s 
retrospective dates to 1996.   

When it comes to magazines and states, the reviewable information is available at SCImago 
Journal Rank, H-index, total number of documents, references citations, citable documents, 
comparison of documents and citations, references and documents. The magazines may be 
filtered according to a country or the focus of the periodical. Not to be missed is an interesting 
page World Report, which summarizes data regarding the entire worldwide scientific production. 
It lists, for example, that the ratio of all citeables is 10:9, or that the busiest publishing field is 
that of medicine (aprox. 20 % of all documents). 

One of the web’s main SCImago functions is the chance to compare two to four periodicals or 
countries. It is given, that it is possible to limit the comparison to only a specific field or, to 
compare a region (for example the Czech Republic’s scientific output in the context of Eastern 
Europe). Available are even advanced visualization functions.  

 

Eigenfactor.org (http://www.eigenfactor.org/index.php) [VAV � ÍKOVÁ, 2008] 

Eigenfactor.org portal, subtitled “Ranking and Mapping Scientific Knowledge” provides 
evaluations of specialized magazines, interesting visualizations, statistical and comparative 
outputs of science mapping and, in a very comprehensible manner it demonstrates the 
interconnection of scientific disciplines. This portal, as well, provides information regarding the 
price of the magazine (as per subscription) and price comparison of other magazines (in 
cooperation with the Journalprices.com portal).   

Available on the portal are statistics of the best magazines. The portal analyzes the data provided 
by Thomson Reuters Journal Citation Reports Dataset, selects data from Science Citation Index a 
Social Science Citation Index registries.  

For its own assessments the portal uses the five year window, that means the assessment of 2006 
is calculated from the data from 2001-2005. The website assigns two indicators to the magazines 
-   Eigenfactor Score a Article Influence. 

Eigenfactor Score (further ES) is the measure of magazines’ importance to the scientific 
community. According to the definition and the mathematical model of the interconnected 
document network, in which the scientist operates, it is the estimate of the time percentage, 
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which readers spend reading the given magazine. That is also the reason for the score rising 
along with the size of the magazine, it is directly dependent on the number of articles, and the 
large magazines also have a higher Eigenfactor Score. The score is listed as the percentile, 
meaning the total score of all magazines is equal to 100. In 2006 the highest Eigenfactor Score 
was attained by the magazine Nature at 2. 138; within the first one thousand magazines, the score 
does not descend under 0.01. 

In order to assess the magazine’s importance, disregarding its size, (the amount of published 
articles), another indicator the Article Influence (further AI) is applied. AI is a measure of the 
average influence of every article in the magazine during the five years after its publication. If its 
value for the magazine is 20, it means that the average article in that magazine is twenty times 
more effective than the average article in the entire collection of data. This indicator is 
comparable to the impact factor.  Information is provided about each magazine, the values of the 
website’s indicators and their comparisons to the impact factor. Charts clearly indicate the 
evolution of the magazine, from which, if need be, is possible to deduce the evolution of a 
particular discipline, as such, in the context of the entire science, in reverse to determine 
worldwide trends. The statistics are listed and available for several years. 

Quite interesting are the website’s visuals. On the basis of document interconnection through 
citations, an interactive map of the science is provided, which always presents the connections to 
related disciplines, including the type of the connection. Another visual serves for a 
demonstrative comparison of magazines and analytical data. 
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Fig.12 – The map of societal sciences as per Eigenfactor.org portal 
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11 HUMAN - COMPUTER INTERACTION    

 

 

Andrea Fojt�   

 

The creation of HCI dates correspondingly to the appearance of the personal computers, 
beginning with the seventies to eighties of the 20th century. At that particular time, many people 
had realised how important the change of focus to human computer interaction is, because an 
incorrectly designed interface between people and the computer may lead to sudden, surprising 
problems.  

Up to now, an absolutely defining, commonly usable definition of HCI does not exist. However, 
it may be possible to state that it is a societal-technological science, which researches problems 
of communicational interaction between people (groups or individuals) and computers (computer 
systems), and the peoples’ perception, understanding and as well the ability to utilise computers. 
It studies the behavior and informational needs of end users, when utilizing informational and 
communication technologies (ICT - Information and Communication Technologies), with the 
aim to improve the usefulness and intuitiveness in the utilization of ICT even for less expert 
users. It includes the processes, searches for relevant information, user interface and other 
attributes of information systems or information technologies (Pilecká, 2009; Sou� ková, 2003). 
For that reason HCI is oriented to design, creation and testing of the utilisation and accessibility 
of informational systems and their interface in such a way as to make them the simplest and most 
intuitive for a specifically defined group of users. There are at least seven key principles for the 
design of user interface (UID - User Interface Design), which should not ever be dismissed, they 
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are tolerance, simplicity, visibility, accessibility, consistency, structure and feedback (Tidwell, 
1999). 

 

11.1  LINKS TO OTHER AREAS AND RELATED FIELDS  
HCI represents a network of intertwined fields – computer graphics, cognitive psychology, 
(including human factors), ergonomics, and engineering fields and systems, which are part of 
computer science, including the operating systems. Other related fields may be attached, such as 
arts, design, psychology, artificial intelligence, cognitive science, ethics and aesthetics.   

 

  

11.1.1   INITIATIVES AND ORGANIZATIONS OF HCI 
The best known organization involved in human and computer interaction problems is ACM 
SIGCHI. This special interest group of experts, professionals, academicians and students 
(Special Interest Group on Computer–Human Interaction) publishes trade papers, tutorials, 
magazines and produces on line discussion forums. It regularly organizes conferences and 
workshops. Their annual yearly conference ACM's Conference on Human Factors in Computing 
Systems is one of the most prestigious HCI conferences.  

The Czech branch ACM - Prague ACM SIGCHI is a public association, whose goal is to build 
up a community of members interested in internet user interface design, its usability and 
accessibility. 

Another, no less known organization is The American Centre for Design (ACD), which belongs 
among primary sources pertaining to design information. It differs from ACM SIGCHI by solely 
including in their fold only professionals and experts in the most variable areas of theoretical and 
practical design.  

 

  

 

11.1.2  METHODOLOGY OF HCI   
Many design methodologies start with a model in which users, designers and technical systems 
mutually interact. Despite that the HIC methodology is dependent on its own specific 
application. The common feature is most likely just their evaluation. For example, the early 
methodologies used to consider their users and their cognitive processes as predictable and 
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therefore fully qualified, which the early interface prototypes corresponded to. Current modern 
interest of users is directed rather to constant feedback and communication between users, 
designers and engineers.  

 

User oriented design (UCD - User-centered design); the design aimed at the user represents a 
modern, quickly expanding philosophy of design which considers a good design as a must, 
mainly geared to the interest of the user. User requirements are (from the beginning of the 
creation of the user interface life cycle) recorded and latter refined through various methods, e.g. 
ethnographic studies, prototype testing, application usefulness etc. Methods of a more common 
character are for example listed as participation designs, which emphasises an active 
participation of end users in interface design through various sessions and workshops. It offers a 
suitable cooperative communication environment for technical or nontechnical participants 
(developers, designers, even users).    

Among other, the most often used HCI methods, mainly when creating the user interface, is the 
design centered on activity (activity-centered design), ‘Affordance Analysis’, ‘body storming’, 
contextual design, ‘focus group’, ‘iterative design’, ‘fictive user interface workshop method’, 
design based on scripts (Scenario Based Design - SBD), analysis/modeling of tasks (task 
analysis, task modeling), Wizard of Oz experiment, or user focused design (usage-centered 
design). 

 

 

 

 

 

 

 

12.1.3 User as the Key Element    
As can be seen above, the current trend is fully focused on the user and his needs. The user is the 
central and determining factor of the entire information system. Without respecting the needs of 
users, the system basically runs on empty. The quality of the user friendly interface is determined 
by:  

·  interactivity – the interface communicates with the user, informs him of events  
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·  transparency – the manipulation is simple and the system reaction is predictable 

·  arrangement – orientation is easy not only in the initial window but throughout the 

system  

·  empathy – the interface is  “tailored” to the user   

·  standardization – user’s typical and habitual work procedures are retained even with the 

regard to standards and habits of the operational systems for which the program is 

designed   

·  easy understanding  - terms used by the interface are common, at least for a group of 

users, for whom the program is meant    

·  guidance – the interface guides the user through the entire system without having to learn 

navigation  

·  protection – from dangerous operations, which may cause the loss of data   

·  help – provision of well arranged manuals and props    

11.2 INFORMATION ARCHITECTURE     

The term information architecture (IA) was coined by Richard Saul Wurman in 1976 at the 
Architecture of Information conference. It had taken more than 20 years before IA became 
established as a discipline of science.  

IA may be defined as the discipline of science that focuses on the layout of the system interface, 
the web. But also as art and science of organization and modeling of information, in a manner 
which successfully satisfies the user needs especially in complex systems. It involves library 
systems, content management systems, in which it is necessary to properly support the 
development of databases and the web, programming or technical texts.   

Institute of information architecture (details regarding the institute further) defines information 
architecture using three general statements (Our, 2007): 

 STRUCTURAL DESIGN OF SHARED INFORMATION ENVIRONMENTS. 

Art and sciences of organization and description of web sites, intranet, online communities and 
software, with the aim of further search and use.    
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Emerging special interest group transferring principals of design and architecture into digital 
sphere. 

Information architect is then the person, who organizes the data patterns, transferring them from 
complex to easily understood form, builds a structure or a map of information allowing for easy 
orientation and the path to knowledge. It is the profession of the 21st century with the task of 
solving organizational problems of information in such a way as to make them easily understood 
(Makulová, 2005). 

 

11.2.1 INITIATIVES AND ORGANIZATION OF IA 

The Information   Institute – IAI was established in 2002 as a non-profit organization for experts 
and technically able specialists. It provides conferences, workshops, seminars etc. It aims to offer 
international memberships, which will connect various languages, cultures and perspectives. 

     

11.2.2 THE SUPPORTING PILLARS OF IA 

The information architecture is comprised of several supporting “pillars” - organization system, 
labeling system and the search system. IA focuses on information rather than on graphic design.   

 The organization system – information is organized to achieve better management, explanation, 
understanding and the last but not the least usage. That is why its foundation should be proper 
classification. The aim is the support for navigation, search a labeling, which will suit the users 
of the system, interface, the web site.   

The labeling system – a descriptive system serves as the representation of the information. Its 
task is the description of information in semantic specific (therefore effective) manner for the 
end user or user community.  

The Navigation system – are elements, which make navigation of the system, interface, website 
easier according to predetermined steps. The typical tools are organizational systems, global 
navigation systems, local navigation systems, maps and indexes of the system, interface, website, 
the guides or substitute navigation schemes 

The search system – belong among the tools that facilitate the formulation of user request – 
searchable interface, searchable algorithm, language of the request with its syntax and semantics, 
displayed results of the search etc.  (Morville, 2006; Makulová, 2005). 
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 ACCESSIBILITY    

Accessibility (web accessibility) commonly means the state, in which the given aspect (web 
page, website, system, and user interface) does not pose any obstacles for its users while in use 
(Špinar, 2004). 

The term accessibility is sometimes wrongly interchanged in its meaning for availability or 
usability. Though these are in common language synonymous, in the HCI field the idea is firstly 
the logical accessibility (suitable conditions for information processing in one’s mind), as 
compared to a physical access (availability), for example an internet connection. The 
accessibility of the web is an inseparable part of the usability of the web. There is no solid 
divider between the two, even though it is not valid that every accessible page is as well 
immediately usable and vice versa.   

 

11.3.1 INITIATIVES IN THE AREA OF WEB ACCESSIBILITY   

Obviously the best known initiative is in the area of web accessibility is Web Accessibility 
Initiative - WAI which functions in the context of World Wide Web consortia. Its activities may 
be divided into five basic areas: the development of new technologies, research, instruction and 
education, provision of tools, publishing of specialized manuals. Realized in the last mentioned 
area have been two issues of guidelines for web accessibility – Guidelines for Web Accessibility 
1.0 and 2.0 (Web Accessibility Guidelines - WCAG). 

Not any less known association is WebAIM - Web Accessibility in Mind, which has provided 
solutions to web accessibility since 1999. It is a non-profit organization under auspices of the 
Centre for Persons with Disabilities at Utah State University. The goal of WebAIM is to 
propagate the awareness of web accessibility and usability for all groups of disadvantaged users 
– the publishing activity, support for information exchange and experiences within online 
communities, active participation in research and in the legislative process, providing services 
and development of software tools and instructional videos.  

 

11.3.2 METHODS AND LEGISLATIVE GUIDELINES FOR WEB ACCESSIBILITY  

Some countries wished to solve web accessibility through their legislation. The pioneers had 
been the USA. At the beginning of the nineties of the last century, a few court cases took place in 
the United States, in which the disadvantaged users and organization fighting for the rights of 
minorities brought suit requesting the equal access to information. President Clinton at the time 
reacted to these conflicts by signing the novelized law the Rehabilitation Act from 1973, which 
brought up the request for enacting regulation for the website access. That gave rise to Section 
508 document. The foundation for this document had been the Regulation for the web access1.0 
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(WCAG 1.0). In 1998 the Canadian Government set a higher goal by approving the Regulation 
of the second degree of priority – in contrast to USA where Section 508 stems from the first 
degree of priority only.  

The first European country that has accepted the resolution pertaining to the web accessibly is 
Portugal in 1999 (Slatin, 2003). In May 2002 the United Kingdom enacted the Code of Practice, 
which created the base for the Disability Discrimination Act (DDA) law. 

It is not always necessary to go far to find the rules for web accessibility. Two very good 
methods exist in the Czech Republic, Blind Friendly Web (further as BFW) and the Rules for the 
Creation of Accessible Web, which constitute the bylaw to law # 365/2000 Sb. Pertaining to the 
information system of the public administration.  

BFW describes in detail the rules for accessible web for the visually challenged users. The author 
of the rules is Radek Pavlí� ek of the United Organization of the Blind and Legally Blind of the 
Czech Republic.  

In  Best Practice – the rules for design of the accessible web, in contrast to BFW, the control 
points are quite specifically defined (better semantics), which make their comprehensibility 
easier even without a detailed explanation. The accessibility manual contains 37 control points, 
which are available in the basic and the expanded form as well with detailed description.  

 

12.3.3 The Disadvantaged User Category    
Even though under the “heading” of disadvantaged may be found a much disparaged group of 
people, a partial categorization is still possible, though it must be kept in mind that these groups 
might overlap. That means that the user under this category may fall into a number of groups, 
respectively with a number of disadvantages. These categories are: 

Physically challenged users, (physically, sensibly, cognitively) – for example, immobilized or 
partly immobilized citizens, visually, hearing or speech impaired, and also people with impaired 
cognition.  

Users with pictorial problems – user using the variety of hardware and software equipment 
(using monochromatic or those without monitor, speech synthesizer etc.) 

Temporarily disadvantaged users – not only physically challenged, (for example as results of 
accidents, broken bones etc.), also users working in unsuitable work environment (for example 
people having a dim or extra brightly lit monitor). 
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Špinar (2004), with a little overemphasis terms the robots of the search tools (web crawlers) as 
an independent disadvantaged group of “users”, because they also are blind, their activity 
depends on a quality, clear source code.  

 

 WEB’S USABILITY      

Adherence to the most important rules regarding usability of the system, interface, and web 
enhances the clarity and comprehension. Interaction with the interface should take place without 
the need for complicated thinking. 

Available are a few more examples of usability definitions: 

·  usability is a degree of easy use, at which the software, hardware or any product suits 

people who use it  

·  usability is about the product’s effectiveness, productivity and the satisfaction of people 

who use it  

·  usability marks a group of techniques, which professionals in the usability area use to 

create usable products    

·  usability may be defined as easy use of the system for specific purposes  

International ISO 9241 standard in section 11 defines usability as the utilisation of the 
product for the purpose of achieving specific targets effectively, in high degree of 
productivity and a measure of satisfaction. In a more common understanding, usability may 
be taken as an approach to the product development, which presupposes the direct user 
feedback during its manufacturing cycle, with a goal of lowering the expenditures and 
fulfilment of  the users’ needs (Makulová, 2009).   

  

 

 INITIATIVES IN THE WEB USABILITY  

The goal of the most important initiative in the web usability field  - The Usability Professionals’ 
Association – UPA – is to be above all an authoritative organization regarding usability, user 
oriented design and ‘user experience’ (UX). Further, it is an aim to support research, education 
and professional growth, to promote business values in user oriented design and at the same level 
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to facilitate easy communication of the specialists by sharing and exchange of information. For 
that reason every year UPA organises a one day World Usability Day conference, which takes 
place always on the same day in more than 43 countries across the world involving the widest 
possible spectrum of the public. In the Czech Republic it takes place under the auspices of 
Prague’s ACM SIGCHI.   

 

 WEB’ S USABILITY METHODS  

Among the most frequent usability methods is user testing, ‘eye-tracking’, the testing of 
prototypes still on paper (on paper or in the form of electronic presentation). Important is, to find 
out and assure the readability of the contents at all resolution levels, clear aim of the web, text 
formatting, information about the purpose of the web,  message of the information regarding the 
organization, company or the institution owning the or administering the given system. Further, 
the manner of the content’s creation, navigation, search including the graphics, animation, 
graphics design and the elements of the interface. Not to be missed is the heading of the 
windows, URL addresses, welcome and thanks, information about possible technical problems, 
news and press releases, informative windows, and leading pages, advertising, community 
support and information gathering about the clients. The most important information should 
always be located in the first half of the screen.  

If the majority of the above listed criteria the systems, interface, website fulfil, they have, 
according to Nielsen (2005) the following four marks: 

·  Easy learn ability and memorization    

·  High productivity of users wile executing and finishing of their given tasks  

·  Low error rate    

·  Satisfaction. 

 

SUMMARY       

 
With the oncoming of personal computers, many people realised how important the turning of 
attention to human-computer interaction has been, because insufficiently designed interface 
between the person and the computer may lead to unpredictable problems.HCI represents the 
mesh of mutually intertwined fields computer graphics, cognitive psychology (including the 
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human factor), ergonomics, engineering fields and systems, which are the part of information 
science, the operational system not excluded.  HCI is also oriented to design, creation and testing 
of the accessibility and usability of information systems and their interfaces, so that they would 
be the simplest and most intuitive for a specifically defined group of users. The accessibility is 
an inseparable part of usability. A solid divide between them does not exist, however, invalid is, 
that every access system, interface or web is imminently usable and vice versa.  

Not to be neglected is that even information architecture, which designs a suitable layout for the 
content of the system, interface, web, and organisation and modelling of information, must do it 
in such a way, so the user needs, especially in complex systems, are successfully satisfied. 
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 The Law and the Internet     

12.1   INTERNET IN VIEW OF THE LAW   
To answer the key question of this chapter – What is internet from the law’s point of view? - will 
not be simple. Internet, as such, does not possess law subjectivity, it cannot gain rights, nor can it 
make commitments. An infinite number of people, who have unquestionable influence on its 
operation and form (for example ISOC, IAB, etc.), may be considered its integral part. However, 
no directional, fully responsible administration exists, which could form anything close to a 
statutory body to oversee the internet. Internet, obviously, is not even a corporeal entity or an 
incorporeal good under law or any other estate value. In the law’s view, it is a complex system, 
constructed of many elements. Various subjects to law (ISOC, IAB, operators of individual 
networks, states, service providers, users, etc.), things (optical fibers, cables, telephone lines, 
servers, satellites, routers, etc.) and the rights, and other property valuables (the right of use, 
information, databases, trademarks, copyright, etc.). Though these elements are interconnected, 
they do not form one institution, which could be the subject to laws, and it cannot even be 
considered as the subject to law en bloc (as in the case of a company may be considered under 
commercial laws). Smejkal (2001) suggests viewing internet as media, respectively, as various 
services provided through the use of this media. He submits an analogy to the use of the 
television or a radio receiver. However,  ruling the radio and television are a number of special 
regulations that guide their operations and usage (telecommunication law), while in the case of 
the internet no singular guideline exists (though providing of individual information services 
through internet has been  gradually regulated by newly created laws and European directives). 
That, of course, does not mean that internet has been lying in some legislative vacuum. 
Applicable to it are the same general obligatory standards of existing laws, just as they are 
applied to any other space or media; however, considering internet’s character their application is 
often complicated. Problem causing is the nonexistence of unified international arrangement, 
judicial assessment of the data, which are found on the internet and its trans-territoriality.   

  

Nonexistence of Unified International Arrangement 

To a certain degree, the internet is based on the principal of voluntarism and agreements. 
Administrations such as ICCB (Internet Configuration Control Board) and later IAB (Internet 
Architecture Board) have published recommendations and standards, most often in the form of 
RFC (Request for Comments), which are, more or less, voluntarily accepted by the internet 
parties; however, adherence to them has not been legally enforceable. Whoever agreed to them 
risked the loss of compatibility with the rest of the network. Basically, there has never been a 
supreme body with administrative powers.  
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The suspicions towards a hierarchical structure, supreme authority and deeply rooted power 
mechanisms had stood at the very moment of internet’s creation. Its primary state was based on 
an open cooperative model; anyone could participate in the discussion of the administrators 
responsible for further development, whoever had the will to do so and had access to internet. 
Standards and procedures, on which the given administrators agreed, were simply made publicly 
available. If they proved to be workable and suited the users, they spread out quickly. “It seems 
as if we had voted in trial laws, and automatically cancelled them should their usefulness not 
prove itself valid in two years” commented Christian Huitema (1996, p. 76), one the authors of 
these standards.  

The effort to keep the organization of the internet true to the original ideals of cooperation, 
consensus and independence, gets into conflict with the needs and expectations of common users 
and with the judicial rules of individual states. As Vladimír Smejkal (2001, p. 101) states: “This 
manner of self organization may function, perhaps highly effectively, during the period of 
construction of non-commercial use. As for today, the principals of voluntarism and absolute 
consensus prove to be a considerable problem for normalization and management of further 
development and, mainly, for legislative determination of internet in view of international and 
national judicial rules”.  Currently,  within the context of the judiciary of European partnerships 
an extensive harmonization of selected judicial aspects pertaining to internet has been taking 
place and an international Agreement regarding internet criminality (Convention on Cybercrime) 
is waiting to take effect; however, a unified international arrangement still does not exist.   

 

Data and their judicial assessment    

Aside of computers and other equipment, which physically facilitate the function of the internet, 
and which may in common language and in the letter of law be termed things, there are many 
objects in the internet sphere not so easily determinable under judicial consideration. It pertains 
to various programs and data (operational systems, applications, drivers, web pages, texts, data 
files, sound, graphics and others). These objects are often structured and composed of other 
objects – a web page may contain text files, scripts, sound and graphic files, a program may use 
data files of many kinds in order to function, a program or other data may be sent out by email 
etc. According to circumstances, the law considers these structural objects as singularities, 
or single entities. Programs and data files may be inscribed in various media (computer memory 
bank, hard discs, floppy discs, CD-ROMs, tapes etc.), or, may be found in a transfer state in 
between individual servers (as a sequence on individual binary units). On their own, such data 
are of immaterial character, independent of the manner of their storage that may change 
according to various needs. Their legal determination may vary under individual judicial 
branches, and often depends on their sensory perception function and form (a computer program 
may under certain circumstances be a subject of another regime, for example web page or email).  
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The civic code (law # 40/1964 Sb., in the letter of the latter regulations, further Ob� Z) in itself 
does not define things, by enlarge, the civic judiciary doctrine considers things as material items 
(res corporales), providing they are physically manageable and useful, in other words, if they 
provide service. These prepositions are cumulative. From a civil point of view, the physical 
supports of data, not the data itself, are termed things. Although, § 118 odst. 1 Ob� Z allows 
considering these items to be other property assets. Those, then, may be the subjects of civil 
case relation, if their character does allow for it.  In theory, there is another term item composite, 
which means an immaterial property value, embodied in material substrata. As such, the theory 
terms these items to be the result of human creativity, that is, author’s work, innovations etc. 
Most internet data falls under this definition; the usages of this definition are clear; however, for 
example, when transmission of packs is the subject, the definition is not clear (wireless 
transmission of data lack the material substrata).   

The commercial code (law # 513/1991 Sb., in the letter of latter regulations) in § 6 section1, 
details the term property as things, such as claims and other rights, and other values measured by 
money. From the commercial code point of view, the internet data may be considered intangible 
property .  

The copyright law (law# 121/2000 Sb., in the letter of latter regulations, further as AutZ) directly 
lists in § 2 section 1, that the subject to copyright are literary works, and other art or, scientific 
works, which are the sole result of their authors’ creativity and, are expressed in any sensory 
form, including electronic form, permanently or temporarily, regardless of its contents, 
intention, or relevance. The legislators have clearly under the authorship protection included 
most of the objects that appear on the internet. § 2 AutZ emphasizes that as computer program is 
an author’s work, if it is original, and in the sense that it is the work of its author’s intellectual 
creativity. A database is then considered to be a collection of works, which in certain way are the 
content of the selection or the arrangement of author’s intellectually created property. Despite of 
the clear definitions, it is not always obvious, if and what type of protection certain internet 
objects require (for example domain titles, some specific web pages, etc.).  

In view of the criminal law, the situation is somewhat different. The obligatory sign of a criminal 
act is its object. The theory considers criminal objects to be the social relations, interests and 
values protected by the criminal law.  By enlarge, for the criminal law the outward form of 
internet data is not the deciding factor, it is the fact that they may be manipulated with (deletion 
from the memory, unauthorized changes, falsification, unauthorized use, distribution or 
publication, etc.), which constitutes the breach of  the above mentioned protected interests 
(relation, value). Still, in certain cases, their characteristics may be important for assessment of 
the criminal act and its underlying intentions. For example, the criminal act  as per § 184 TrZ 
(slander) deals with  a qualified fact according to section 2, should the deed be done through 
press, film, radio, television, publicly accessible computer network, or in other similarly active 
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manner. In such case, the law establishes a higher punishment rate then in the case of a common 
criminal deed of slander.    

Domain titles fall under a specific regime, since their legal definitions are not explicit (for 
details see Pelikánová, � ermák, 2000) 

The domain titles fall under very specific regime, whose legal definition is not unequivocal (for 
more see Pelikánová, � ermák, 2000)  

Trans-territoriality of the internet    

Global network encompasses the territories of the majority of most states of the world. It 
connects not only various judicial regulations, but various judicial systems as well (continental 
model, Common Law, Islamic law, etc.). The interaction of many judicial regimes, and problems 
connected with it, are nothing new to judicial science. In the international trade, especially in 
complicated financial transactions, various legal regimes interact, practically, every second. Of 
course, finding substantial differences - international trade is very old, its functional mechanisms 
have gone through a long evolution and, compared to internet it is an area quite closed and 
unified. While surfing the internet, it is possible, with one cursor click, to transit to a server 
physically located on the territory of another state which has a different legal system, while the 
user may not even be aware of where he or she is. It is possible to copy data quickly from one 
server to another, and either one of them may be subjected diametrically to a different legal 
regime. While in one state the data may be freely distributed, in another, simply viewing these 
may constitute a criminal act.     

There are many types of relations containing an international element, in which the internet plays 
a part. It may be an issue of contracts closed over the internet, accesses to foreign servers, 
criminal acts committed through internet on the territory of other states, submissions and 
requests sent through internet to foreign authorities, publication or distribution of copyrighted 
material in states with different set of rules regarding intellectual property etc. In view of current 
possibilities and the use of the internet the similar account is a crosscut of most judicial branches. 
At the same time, every one of them has its own set of rules and standards, which guide the 
relations containing international elements.  

 

 CLAIMS AND LAW AUTHORITY OVER THE INTERNET  
If the law is considered a normative system, the system to regulate human behavior; and since 
adherence to it is enforced by the state, it is essential to ask, which law, of which concrete state is 
applied to individual cases of internet behavior.  In judicial science, this issue is termed the 
question of the governing law and the jurisdiction. As listed above, the interaction of 
individual subjects to law in the internet sphere (from provision of information service to 
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committing criminal acts) often includes international elements.  In such cases, it is important to 
determine which rule of law is applicable (the issue of law authority), and which legal court is 
appropriate to decide the dispute in the given case (the issue of jurisdiction). Every judicial 
branch (criminal law, administrative law, civil and commercial law) carries different standards, 
which define the issues of law  authority and jurisdiction. The following text will briefly 
demonstrate the applicable regulations in the Czech Republic regarding the issues of criminal 
and civil jurisdiction. 

Criminal acts     

The local application of criminal laws of the Czech Republic is defined by §§ 4 – 11 of law # 
40/2009 Sb., of the criminal code (TrZ). In the relation of the criminal code and the internet, it is 
impertinent to examine mainly the principles of territoriality.  

 Per § 4 TrZ, according to the law of the Czech Republic, is assess the criminality of the act, 
which had been committed in the territory of the Czech Republic, 

has the perpetrator acted in full or in part, even if the breach of, or the threat to the interests 
protected by the criminal law, took place, or intended to take place wholly or in part abroad or, 

has the perpetrator’s act broken, or threatened the interests protected by criminal law, or has it in 
part of such consequence impacted such, even though the act has been committed abroad.  

 The first statute obviously impacts all cases, when the perpetrator of the crime connects to 
internet from a computer located in the territory of the Czech Republic (for example 
unauthorized breaches into foreign computer systems, email extortion, sexual harassment in 
social networks etc.). For application of this resolution it is not important where the impact of the 
criminal act took effect.   

The second statute affects the breach or a threat to the interest protected by the criminal law, if 
such a consequence impacted in the territory of the Czech Republic. Understood as the 
consequence, is the threat to the values which are protected by the criminal law. In question is 
the different situation, as compared to the previous question, for example a computer breach 
located in the republic’s territory, extortion of persons in the Czech Republic, etc., independent 
of the physical location of the computer used to commit such a deed. Further, this regulation 
covers a situation, in which the perpetrator imparts information to a computer physically present 
in the Czech Republic, and its publication or distribution is punishable under the Czech judiciary, 
even though this act had taken place in the territory of another state. As per some opinions, it is 
enough to place such information onto the server located in the territory of any state, should it be 
accessible from the Czech Republic and, should it cause a negative impact in the Czech Republic 
(see Smejkal 2001). 
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§ 5 TrZ widens the law application even to acts committed outside of the republic’s territory, on 
board of a ship, aircraft, which have been registered in the Czech Republic. The place of the 
commitment of such act is then judged as per  § 4 TrZ. 

As per § 6 TrZ, the principal of personality, according to the law of the Czech Republic, is 
judged even if the punish-ability of the act that had been committed by a Czech citizen  or by a 
stateless person, who has on its territory a permission for permanent residency.  

  

As per § 7 TrZ  according to the principle of universality  contains an enumerative account of 
acts whose punish-ability is assessed according to the law of the Czech Republic, even when the 
act had been committed abroad by a Czech citizen or a stateless person who has the permanent 
residence permission in the Czech Republic. These are basically criminal acts, which the 
international community considers to be so dangerous that it strives through a set of international 
agreements to pursuit them in all judicial regulations (for example § 311 terroristic attack 
damaging the integrity of the information system). 

 

Civil jurisdiction   

In case of civil relation between the subjects, be it an agreement closed over the internet by 
citizens of two states, the judicial questions (the competence of court, which will decide the 
possible case) and the deciding law (law which will direct the possible court) will be answered 
by the international privacy law. It is necessary, in a concrete case, to assure that this relation is 
regulated by some direct international standard, which negates the contradictory internal state 
standard. If it cannot be done, it is necessary to proceed according to the contradictory standard, 
in the Czech Republic according to law # 97/1963 Sb., regarding the international privacy 
procedural law (ZMPS), and thus determine the regulatory code of the state to be used.  
Regarding the obligations stemming from agreements, the first applied is the legal regulation, 
which the participants have elected to use (it may not be the legal regulation of their own 
citizenship states). If it is not done, then their obligatory relation will be directed by a legal 
regulation, the use of which answers a wise resolution of their given relation. ZMPS contains the 
listing of certain agreements and defines the pertinence of each, on which depends the 
determination of the deciding law.  Considering the continually rising popularity of e-trade, it is 
necessary to mention at least the purchase, and the work contract, which are commonly regulated 
by the code of the place of residence, either of the seller or the work provider at the time of 
contract signing.    
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However, in the law context of the European partnership, the harmonization of judiciary 
regulations has been done, firstly by the form of international agreements and later by directives 
from the Advisory Committee, (ES) # 44/200, pertaining to appropriateness and acceptance of 
execution of court decisions regarding civil and commercial issues.  

As per the article 5 of this directive, if the subject of contention stems from an agreement, any 
person having a permanent residence in the territory of any member state, may be brought to 
court in any other state, at the court of the place, in which the obligation in question had 
been or, was supposed to have been fulfilled. Unless previously agreed otherwise, the place of 
fulfillment of the obligation is the place of supposed delivery of such; in the case of sale of 
merchandise instead of in the territory of the member state, where, according to the agreement 
it is to be delivered to (for example sale over the internet), in case of providing service in the 
territory of the member state, where according to the agreement the service had been or were 
supposed to have been rendered (for example at webhosting).   

A person whose permanent residence is in the territory of any member state, may be charged in 
any other member state in matters pertaining to unlawful acts at the court of the place, where the 
damaging event happened, or a potentially damaging act could have happened.  

In view of the internet legal relations, the key point of the above article is the fact that an entity 
(physical or legal), who has a permanent residence (is registered) in the territory of any member 
state, may be in many widely defined cases charged in the member state of the opposing side, 
which markedly reduces the expenditures and administrative and bureaucratic problems 
connected to eventual satisfaction of the law. The above listed directives thus significantly 
simplify the legal internet transactions between private subjects of individual EU states, and 
improve the enforcement of the law. Still, the individual legal internet relations create doubts in 
regard to some of the above mentioned criteria, regarding their application (for details see 
Pol� ák, 2007). 

Further, in agreement with the customs of the international privacy law, the described directive 
ES regulates the possibility to determine the competence of the courts through the agreement by 
the participants. The important regulation, in view of the internet legal relations, is paragraph 2, 
according to which all electronically created messages are considered fully equal to those in 
written form, which facilitates a permanent record of the agreement.    

 

 

12.3  THE AUTHORSHIP OF  WORK      
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The protection of authors’ rights falls under a wider category of the protection of the Intellectual 
Property rights, under which also, aside of the author’ rights, belong even the industrial rights 
(for example technical prototypes, and patents). 

The law # 121/2000 Sb., the copyright law, in the letter of latter regulations (further as AutZ) in 
§ 2 defines the author’s work as a literary work and others, such as artwork and scientific work, 
which is the unique result of the creative activity of its author  and, which is expressed in any 
objectively sensory form (spoken aloud, written, drawn, modelled, demonstrated as pantomime, 
etc.), regardless of its extent, purpose or meaning.  

 

Authors’ works are mainly  

verbal work expressed as speech (a speech), in letter (a book, poem, an article), 

musical work, drama work, and musical drama work (ballet),  

photography work and work expressed by procedure similar to photography,  

audiovisual work, such as cinematography,  

art work, a painting, graphical work and a sculpture,  

cartographic work (a map),  

computer  program,  

or a database, which is the intellectual creation of its author in the sense of the manner of 
selecting and rating of data.  

The above account is only of a demonstrative character and does not in any case limit the idea of 
authors’ work. On the contrary, the author’s work is not only the theme of the work itself, daily 
news or another data as is, an idea, procedure, principle, method, discovery, scientific theory, 
mathematical formula, statistical graph and a similar object as its own. 

 

Aside of the author’s rights, the copyright law protects the rights of production artists (actors, 
singers, musicians, dancers, conductors, choir masters, movie directors, artists), who through 
their own endeavor create new interpretations of an existing author’s work.   

According to § 3 AutZ the protection does not apply to an official work, which is a legal 
regulation, a decision, measures of a common character, a public document, publicly accessible 
register and a collection of its documents, such as an official proposal, or proposal for official  
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work and other preparatory documentation, including an official translation of such work, 
parliamentary and senate publications, civic memorial books, (civic chronicles), the state 
symbol, and the symbol of a territorial unit’s self-rule, and other such works which warrant the 
exclusion from the protection; creations of traditional folk culture, if the true author’s name is 
not commonly known and if the work is not anonymous, or, is under a pseudonym; using such 
work is, however, only possible without demeaning its value.  

 

According to § 27 AutZ the property rights for an author’s work last during the life of the 
author and then for 70 years after his death. If the work is a creation of co-authors, the period 
is counted till 70 years after the death of the co-author. The works for which the property 
protection limit has expired may be freely used further by anyone. However, after the author’s 
death, no one can assume the authorship of the work, the work may not be used to demean its 
value and if it is common, the author must be listed, unless the works is anonymous.   

 

 

12.4   ACCESSIBILITY OF WORK OVER THE INTERNET   
 

The right to use the work  (§ 12 AutZ) 

The author has an unlimited right to use or allow another to use the work (to license). Such a 
contract, however, does not negate the author’s right to use the work; the author’s must only 
agree to the usage of the work by those he or she approved to do so. Other persons may use the 
work only if the author’s agreement or the copyright law allows them to use it. AutZ 
specifies two manners for using the work, which are relevant especially in view of information 
technologies regarding the multiplication and sharing the work with the public.  

 

Multiplication of the work is understood by § 13 AutZ as the creation of any copies of the 
work: temporary or permanent, direct or indirect, of the entire work or in part, in any form or 
using any means. The form of the copy may mainly be printed, photographic, audio, image, a 
building of an architectural work or any other three dimensional copy or an electronic form, 
including the analogue or digital  expression.  

  

Public Sharing of the work  considers § 18 AutZ as making  the work accessible in immaterial 
form, as a recording or live, through wire or wireless connection. Public sharing of the work is 
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also making the work accessible to public in such a manner that anyone may have access to it at 
a place, time according to their own volition, mainly through a computer or similar network .  

The conclusion of the above is that making the work accessible through the internet (using 
copyrighted text or pictures in their web pages, making available musical file or movie 
recordings accessible on their servers, etc.) is considered by the copyright law as sharing the 
work publicly, therefore the use of the work, which needs author’s permission or a specific 
authorization given by the copyright law.  

It is still possible to use other person’s work, in certain cases, without the express permission by 
the author. In a limited and justified extent, which corresponds with the monitored purpose, the 
copyrighted work may be used according to § 31 AutZ (so called citation), in this case the 
excerpts from the copyrighted work in one’s own works, excerpts from works or in case of 
minute works the entire work for the purpose of a critique or a review regarding the same 
work, scientific or specialized work under that condition that such use corresponds to honest 
customs, for teaching purposes to illustrate a theme or for scientific research, whose purpose is 
the achievement of economic benefit.  

As is clear from the account above, it deals with the usage of excerpts from copyrighted works; 
only for the teaching, or, for scientific research the entire work  may be used.   

It is especially important in such cases to care about the above stated condition of the usage in a 
limited and justified extent, for example in the work frame of a closed information, accessible 
only by  the course participants and this access is time limited by the length of the course. In all 
listed cases is, however, necessary to state, if at all possible, the name of the author, title of the 
work and its source.   

 

 

12.5   DOWNLOADING OF WORKS FROM THE INTERNET  
While downloading any data from the internet a copy is being made (the original remains on the 
server). As said above, AutZ considers even an electronic form of work as protected work, (§ 2 
sect. 1 AutZ) and so the download to be an electronic copy. Downloading works from the 
internet is then necessary to consider their multiplications  in the letter of AutZ (� ermák, 2003, 
p. 47). That is the usage of the work as per AutZ, for which the express permission by the author 
(unless it is a citation, as listed above), however, AutZ defines the institute ion of free usage, 
which does limit the copyright significantly.   
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According to § 30 AutZ the above listed “usage of the work” is not, according to the law, 
considered the usage for a personal need of a physical entity with the intent to gain an 
economic benefit. So the copyright law is not breached by someone who creates a copy of the 
work for their personal need (for example a recording of a live concert) a copy (for example, a 
reproduction of a musical CD) or the likeness (for example, a reproduction of a painting).       
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The above stated does not, of course, pertain to   

usage of computer programs and electronic databases for personal needs and creating their 
copies for personal need   

getting a recording of an audiovisual work  

The computer program (for example a computer game) cannot be installed by the user on more 
computers than allowed by the license agreement, nor copy the contents of a physical support 
(CD/DVD) on which the program is stored. It is as well unlawful to get a recording of an 
audiovisual work performed from a recording, for example recording the movie shown in a 
movie theatre, even though the recording might be done for personal use only.  

According to some opinions (for example � ermák, 2003), downloading works from the 
interment, unless it is a computer program or a database, and if it is expressly for personal use, is 
allowed, regardless of the permission, if the works have been displayed on the internet legally or 
not. Other opinions, of course discourse with this view. Notwithstanding, any distribution of 
recordings, copies and likenesses obtained in this manner constitutes the breach of the copyright 
laws.   

 

 

12.6   P2P TECHNOLOGY 
sharing of files in the frame work of exchange networks type Peer (p2p) is more and more 
popular, and in many regions this type of use of works in the  context of the internet basically 
pushed out the typical, centralized access to works (� ermák, 2003, p. 91). In its core it is a 
distribution form of sharing of data, during which every station (for example the computer of the 
end user) serves the role of the receiver and at the same time the provider of the data. As is stated 
above, from the point of view of the Czech Republic’s copyright law, distribution of data 
protected under AutZ as author’s works (for example films, computer programs, music files),  
allowing public access of these works using p2p according to § 18 AutZ. It is then the “use“ of 
the work for which the author’s permission is necessary; without this permission (and if it is not 
the use of a citation as stated above) such use is breaking the copyright law. Nothing can change 
the reality that the p2p connects to the network only for the purpose of downloading the works 
for personal use; if during the download of the works the user also provides the work to other 
users, even though for a limited time and only aits certain part, it constitutes breaking of the 
copyright law. The exception to the rule are the p2p networks, which allow the data downloads 
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without providing it further to other users; a similar model, though, to a certain extent negates the 
very core of the p2p technology.  

 

 

12.7     THE PROTECTION OF AUTHOR’S RIGHTS  
Should the author’s right be broken, the damaged party may, according to the type of damage, 
claim the compensation for his or her losses through civic, administrative or criminal 
proceedings. Within the framework of a civic litigation the wronged author may turn to a civic 
court and claim the ban on the breach of the copyright and ask for a financial compensation. The 
rights of the author are accounted for in § 40 AutZ as 

the right to compensation for damages, including the profit lost and 

the right to surrender of the improper enrichment gain. 

 

Within the framework of the administrative law according to the author’s rights law, the person 
wronged may claim the redress at the municipal office, which will investigate the case and 
eventually will fine the person who breached the author’s right, respectively impose the 
obligation to compensate the author for damages caused. According to § 105 and AutZ the 
physical person commits a misdemeanor by  

using without authorization author’s work, art production, audio or audiovisual recording, radio 
or television broadcast, or database, or 

without authorization breaches the author’s right in a manner stated in § 43 sect. 1(in other words 
circumvents effective technical means for protection of rights) or sect.2 (holds, distributes or 
promotes faculties serving to circumvent the effective technical protection means) or in § 44 
sect. 1 (removes or changes any electronic information pertaining to the administration of the 
work’s rights, or in such adjusted work distributes). 

 

 

For a misdemeanor according to § 105a a fine of up to the amount CZK 150 000, resp. 100 000 
may be levied. 

In case of a serious systematic breach of the author’s right the criminal law  enters the play. The 
police in that case will investigate and pursue the perpetrator and in court he or she will face a 
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state prosecutor; the author in criminal proceedings stands in the position of the wronged party 
with the right to full compensation for damages suffered. The criminal law pursues only the 
serious breaches of the author’s rights; according to the common regulations of the criminal 
code, the perpetrator may be sentenced and punished only in cases of societal damages, in which 
assigning of the responsibility according to other law regulations is not satisfactory ( such as 
according to author’s rights law in civic proceedings).  Criminal acts against industrial rights and 
against author’s rights right are determined in the law #40/2009 Sb., the criminal code, in valid 
wording (TrZ). 

According to § 270 TrZ sect. 1he who unlawfully breaches not minimally into the protected by 
law rights covering the author’s work, art production audio or audiovisual recording, radio or 
television broadcast or a database will be punished by imprisonment for up to two years, banning 
of his activities or by forfeiture of a thing or estate value.  

The perpetrator will be punished by six month to five year imprisonment, financial punishment 
or forfeiture of a thing or other estate value  

if the deed stated in section 1 demonstrates marks of business activity or other enterprise 

if he, through such an act gains for him or others a substantial benefit or causes to another 
considerable damage (CZK 500.000 or more), or  

 he commits such a deed in a substantial extent. 

The perpetrator will be punished by three to eight year imprisonment, 

If he gains by the deed stated in section 1 for him or others the benefit of a large extent or causes 
to another considerable damage (CZK 5.000.000 or more) or 

he commits such a deed in a substantial extent. 
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13   Information Security 

With the information-lisation of the society new areas appear, in which a staggering amount of 
finances and power concentrates. Just like everywhere else these two subjects draw many people, 
who want to acquire gains and do not hesitate to use semi legal or illegal means to attain it. That 
is one of the fundamental reasons, why many types of security incidents tied to ICT agglomerate 
qualitatively and quantitatively.  

Information specialists represent somewhat of a bridge between users and inform-arians, they 
help the public to access the internet and a part of them focuses on information education, the 
process leading to information literacy. That had been defined in 1989 by the Presidential 
Committee on Information Literacy: „To be information literate, a person must be able to 
recognize when information is needed and have the ability to locate, evaluate, and use effectively 
the needed information“ [Li, Lester 2009]. This definition of information literacy is only one of 
many; perhaps everyone involved in this subject defines it according to their needs, and usually 
draws from the stated definition.  Information literacy commonly represents a complete 
knowledge and ability to work with information and the technologies that support it [Lloyd, 
2010]. In that sense, it is vital for information specialists to know well all the issues of 
information security and in case of a problem are able to provide professional help to the user. It 
is logical that during times of trouble the user turns to the people presenting themselves as 
experts, seeking help for his or her problem, not knowing the specific nature of the service 
needed, however, expecting an expert one. The users will not ask for repairs that they are able to 
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do themselves, if they end up not satisfied with the work done; they lose trust in the service 
personnel and the institution that employs them.  

Many models have been designed in order to achieve at least a semblance of unified 
understanding of information literacy, which defines the themes that fall into this category. There 
are many categories in this field, and new ones have been springing up all the time. One of the 
oldest and most appreciated is Big6, Fluency with Information Technology, Information Literacy 
Competency Standards for Higher Education, all include the information security already, the 
newer models usually draw from them and emphasize this particular issue more and more, 
referring exactly to the broadness of the security issues mentioned at the onset of this chapter.    

 

Even the political organizations have started to pay attention to the subject of information 
security. EU strategic documents and to them related materials in the Czech Republic reflects 
this trend; the interest in information security could have been found locally as early as the 
nineties of the 20th century. The strategic documents have been followed by the legislatives, 
which currently pursue many incidents connected to ICT, even though the legislative is not even 
close in step with the latest developments in the field.   

Attempting to assess the main spheres that repeatedly appear in the above mentioned documents, 
it may be possible to formulate three cornerstone categories:   

  

Lawful and ethical use of information sources, including the responsibility for one’s own actions 
in the information environment,  

judicial thinking and evaluation of information and sources critical thinking and evaluation of 
information and sources, 

securing the information and the data.  

The areas in question are extensive, in which many concrete new themes may be identified, but 
which cannot be strictly separated.  Because the first two spheres have been at least partially 
examined in previous chapters, we will, further, mainly focus on the area of data and information 
security.   

13.1  DATA SECURITY   
Focusing on the third of the above listed category requires distinguishing between the two 
subjects, the information security and data security. The reason is the receiver of information; the 
rest is data, which may be worked with using technical equipment only.  
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The data security is, in that sense, given by the software and hardware security. The 
enlightenment in the area of information security happening over the last few tens of years, 
reached success it the sense that most of the users now understand the importance of backing up 
their files.  Which is, basically, the question of archiving of the data, which has been mentioned, 
the correct settings of the equipment, hardware, software of all kinds, starting with the 
operational system, down to the firewall, and as well using the security protective tools. It is 
necessary to pay close attention to all parts of the protection systems. Even if the computer is 
protected by the best quality antivirus system, but the data is not backed up, it might still be 
overwhelmed by, for example, a sudden wave of attacks.  

 The data security is an area of a never ending fight between the attackers and the developers of 
the security solutions, and that actually makes the entire field moving forward quite fast. For that 
reason it is not important to go into the depth of the issue by pointing out a few basic common 
rules, which all users of ICT and information specialists should be aware of.   

To keep data secure, it is essential to use security applications. Average user should be using 
antivirus, antirootkit, antispyware, firewall, antispam, in case of need even the parental controls. 
In a company setting, it is best to add other more sophisticated tools, of course they are 
somewhat costlier, which is given by the scope of protection they offer.  At this point it may be 
prudent to bring up that, safety applications are not a must for computers only, they have become 
just as necessary for Smartphones and other equipment.  

 

Even though many security applications are provided free of charge, making them quite easy to 
obtain, many users are not aware of their true importance. According to the survey by Steganos 
Security Company  in USA and Great Britain 13% of people questioned do not use antivirus 
system and 9% is not sure if they do; firewall is not used by 13% as well, and 21% are unsure if 
they do use it. 52 surveyed people did not know what system they used to protect their privacy at 
all. It is safe to assume that current situation in the Czech Republic is not much better. That 
underlines that it is prudent to raise the awareness of computer and data security.  

For the security tools to work properly, the way they are supposed to, their settings are the key. 
The key role in this is played by the password, which serves to identify the users once they enter 
the electronic space. There are many recommendations pertaining to the proper and the best way 
of setting the password, but at times, the password use has to be forcefully demanded. The basic 
rule is to make the password complicated enough, so it cannot be guessed (it may be a word 
containing a numeral), the same password should not be used for more than one application 
(passwords in some applications or services are cracked easier than in others, as in case of social 
engineering, see below); and, the password should never be recorded anywhere at all, neither 
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should it be disclosed to anyone; the last but not the least, it should contain a minimum of 8 
digital marks, etc.  

Aside of all that, all software equipment should be regularly activated, the best is automatic 
update, so it is not vulnerable to any loophole in the system – that is the essence of above 
mentioned contest between the “bad guys” and the “good guys” of this field, again, as mentioned 
above. 

13.2 INFORMATION SECURITY    
Returning to the above defined separation of data and information, once we deal with the data 
security the situations involve the sharing of information through technical equipment. The threat 
to information happens through human action, because the person is (often by rights) marked as 
the weakest link of security. 

13.2.1  SOCIAL ENGINEERING     

Due to ever more sophisticated and widely spread technical protection of electronic traffic, 
which is the focus of the above paragraphs, the attackers now attempt by manipulative 
psychology to coax the user to unwittingly disclose to them the information they want. This 
practice is the core of many types of attacks, such as phishing, hoax or grooming, aimed at 
information. Many harmful threats are connected with ICT, malware, among others; attackers 
use these tactics to enhance their chances of success, however that is not the main element of 
their action. The above mentioned manipulation is in the overall context considered as social 
engineering. In reality it is fraud, whose goal is to convince the user to take action that will harm 
him. Many methods are used to create an impact on the targets’ psychology, characteristic of 
people are used to that end, such as, curiosity (document in the attachment is a secret, unless it is 
for you, do not open), fear for finances (thank you for purchasing our services, within 3 days we 
will withdraw CZK 15 000 from your account, if you did not place the order you may cancel it 
by entering a code and your account number within 24 hours after receiving this email), common 
fear (if you do not want me to tell your girlfriend about our relationship, pay up), compassion 
(help a dying boy, send just CZK 5  and send this email  to all your friends), etc.  

Technical means will not prevent these types of threats, despite the existence of anti-phishing 
tools; the best protection is the common sense and thorough verification of the source of the 
message. The knowledge of socio-technical methods, because it leads the user to more frequent 
and deeper thinking and verification, a better awareness of the warning signs, say, the time limits 
suggested (they limit the chances for verification, increase stress, which impact reasoning), 
inability of verification (often the attacker pretends to be someone else, and any verification 
attempt would give him away). The false identity, pretending to be trustworthy, requires the 
attacker to be familiar with the identity he uses as his shield).  
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13.2.2  DIGITAL TRACKS 

Much information found on the internet may be connected to a specific person, information, 
which have been knowingly placed there, perhaps by the people themselves, it has been left 
behind without their knowledge as a left over from their activity in cyberspace. Such information 
is called the digital trace, and it may be used or misused for many purposes. It may perhaps be 
used for direct advertising, personal service, during investigation of legislative breaches in 
electronic space and, many other instances. At times, this use may stand on the borderline of 
misuse, when the given address is used to send out advertisements, or when the user entering his 
address is informed about such intention, or, it is in foreign language or the small print that is 
hardly ever read by anyone. Other times, misuse may be true to its term, when cyber bullying or 
cyber stalking is encountered. That situation points out the fact that misuse of information on the 
internet may take on an illegal form. It may only be considered as unethical by some; however, it 
is not so straight forward, as the chapter Information Ethics closer demonstrates.   

The theme of the digital tracks closely relates to the perception of privacy by our current society. 
On one hand, people feel wronged, when monitoring of the society by state officials and their 
powers in the area of access to personal information is deliberated.  On the other hand, it is not 
so rare that users disclose carelessly everything about themselves in the blank spaces of registry 
forms for social assistance. So far, most people do not care, how misuse prone the information 
about them on the internet is, where practically anyone may accesses it.  

As mentioned already, the digital tracks do not involve only the information provided to users. 
Many applications and services  are set up to collect certain information data without the users’ 
outward participation, at the same time information in question is quite varied, for example the 
IP address gives out the operation version of the system or other accessories, time spent at a 
certain web page, the previous page displayed, the terms searched for, etc.  For this reason, aside 
of others, when it comes to privacy the Google Company’s behavior is closely monitored. As 
mentioned in previous chapters, this company offers a number of products, used by many users. 
At the same time their interconnection has been taking place under one profile, even a tie in with 
the “friendly” services and tools, and all that in the name of the access simplification. Of course, 
for the price, that Google Company knows about their users truly a lot, and it is never certain that 
the societal politics will change, or the privacy protection conditions might change as well, as 
had happened at other firms in the past.     

Of course, it is easy to argument against a suggested threat, that current information will lose 
value once everything is known about everyone. Perhaps, then, we could all extort each other, 
which would be senseless. However, all that is not true. Contra-arguments are many; let’s 
mention only one common one: Is it good to give up privacy only because everyone does it? A 
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similar sentiment, even though aimed sharper against the views of those people, who view the 
supervision of the users by the state positively as preventative and as well as repressive means, is 
carried by a known  Benjamin Franklin’s citation: „Those who would give up Essential Liberty 
to purchase a little Temporary Safety, deserve neither Liberty nor Safety“. 
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